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COURSE NUMBER: ITST-2258			COURSE TITLE: Web Application Security

INSTRUCTOR:<Name>				CONTACT:<Contact>

CREDITS: 3		CLASS/CONTACT HOURS PER WEEK: 5 (2-lecture, 3-lab)		
PREREQUISITES: CSCI-1152, ITST-1101, ITST-1102, ITST-1123

DESCRIPTION OF COURSE: 
The course on web application security offers a comprehensive understanding of modern website vulnerabilities stemming from code, configuration, and infrastructure. It introduces students to CVSS, STRIDE threat modeling, and real-world exploit examples. It also covers the OWASP Top 10 vulnerabilities through hands-on labs, explores risk and compliance issues, and includes practical exercises on both IIS and Apache platforms. Defensive strategies such as CIS benchmarks and basic WAF capabilities are demonstrated.

COURSE STUDENT LEARNING OUTCOMES
· Apply website investigation and reconnaissance concepts using industry-standard tools, including Burp Suite and OWASP ZAP proxy.
· Describe the Common Vulnerability Scoring System.
· Research known vulnerabilities for a given application using resources that include the National Vulnerability Database (NVD) and Common Vulnerabilities and Exposures (CVE) websites.
· Identify and apply remediation controls against select vulnerabilities with known exploits.
· Identify and describe each of the OWASP Top 10 vulnerabilities and prevention methods.
· Apply methods to attack lab resources for each of the OWASP Top 10 vulnerabilities.
· Demonstrate proficiency in Kali Linux specific to web application tools and browser plug-in tools.
· Demonstrate a working knowledge of attacking web authentication, session management, access controls, and application logic. 
· Describe the differences between Secure Sockets Layer (SSL) and Transport Layer Security (TLS).
· Describe relevant legal and compliance regulations, including HIPAA, GDPR, and PCI-DSS, as they relate to web applications.
· Apply the threat modeling process to a real-world scenario.
· Demonstrate a working knowledge of implementing defensive controls related to the web application, web server, and underlying operating system, including CIS Benchmarks and Web Application Firewalls. 

PROGRAM OUTCOMES
· Critical Thinking 
· Ethical Reasoning 
· Quantitative Skills 
· Time Management
· Technological Competence
· Communication Competence
· Professional & Life Skills

OUTCOMES BASED ASSESSMENT OF STUDENT LEARNING
For this course, students are expected to demonstrate the skills associated with the Institutional Learning Goals (ILG) identified below:
· Critical Thinking 
· Quantitative Skills 
· Technological Competence
· Communication Competence
· Professional & Life Skills

In class students are assessed on their achievement of these outcomes. Names will not be used when reporting results. Outcomes-based assessment is used to improve instructional planning and design and the quality of student learning throughout the college.


COURSE MATERIALS REQUIRED
PC/Laptop and Internet Access

TEXTBOOK(S), MANUALS, REFERENCES, AND OTHER READINGS
This course uses Open Educational Resources, so there isn’t a textbook to buy. The required readings are linked in the Unit folders for each Unit in Blackboard. There are also lecture slides that reflect the main points from the readings in each Unit folder. In addition to the readings, practice examples, and a study guide will be in each Unit folder to help reinforce the readings.

Main OER Sources:

Textbook material is provided by the Department, Safari Books access is required and can be obtained at https://library.cscc.edu


GENERAL INSTRUCTIONAL METHODS
Assigned Readings
Videos
Interactive examples
Labs + Demonstrations
Discussion Boards
Projects

STANDARDS AND METHODS FOR EVALUATION
    
	Discussion Boards
	25 Points 

	Quizzes
	75 Points 

	Labs 
	200 Points 

	Assignments
	200 Points 

	Individual Project
	200 Points

	Mid-term Exam
	100 Points

	Final Exam
	200 Points 

	Total
	1000 Points




GRADING SCALE
	Points
	Percentage
	Grade

	900 – 1000 points
	90 - 100%
	A

	800 – 899 points
	80 - 89%
	B

	700 – 799 points
	70 – 79%
	C

	600 – 699 points
0 – 599 points
	60 – 69%
0 – 59%
	D
E






SPECIAL COURSE REQUIREMENTS
None.

ATTENDANCE POLICY
Students must complete all assignments on time. Since this is an asynchronous web course, lack of submitting assignments is equivalent to not attending class.

COLLEGE SYLLABUS STATEMENTS
Columbus State Community College required College Syllabus Statements on College Policies and Student Support Services can be found at www.cscc.edu/syllabus or on the College website Quick Links “Syllabus Statements”.

WEATHER RELATED DEPARTMENT SPECIFIC POLICY
Regardless of modality, in the event of severe weather or other emergencies that could force the college to close or to cancel classes, such information will be broadcast on radio stations and television stations.  Students who reside in areas that fall under a Level III emergency should not attempt to drive to the college even if the college remains open.

Assignments due on a day the college is closed will be due the next scheduled class period.  If an examination is scheduled for a day the campus is closed, the examination will be given on the next class day.  If a laboratory is scheduled on the day the campus is closed, it will be made up at the next scheduled laboratory class

Students who miss a class because of weather-related problems, but the class is held as scheduled, are responsible for reading and other assignments as indicated in the syllabus.  If a laboratory or examination is missed, contact the instructor as soon as possible to determine how to make up the missed exam or lab.  Remember!  It is the student’s responsibility to keep up with reading and other assignments when a scheduled class does not meet, whatever the reason.


UNITS OF INSTRUCTION 
	Unit
	UNIT OF INSTRUCTION
	LEARNING OBJECTIVES/GOALS
	ASSESSMENT METHODS
	ASSIGNMENTS
	ASSIGNMENT DUE DATE

	Unit 1

	Modern Internet Web Components
	Evaluate current web components, including HTML nouns and verbs.
	Quiz 1 – 5 pts
Discussion Board 1 – 5 pts

		HW1

	



	See Units of Instruction file in Blackboard for your section’s due dates.

	Unit 2

	Tools and the OWASP Top 10
	Review Kali tools specific to the detection of OWASP vulnerabilities in Web Applications
	Quiz 2 – 5 pts
Lab 1 – 35 pts

	HW2
	See Units of Instruction file in Blackboard for your section’s due dates.

	Unit 3

	HTTP Basics & Client-side Controls
	Introduce web authentication, session management, access controls, and application logic
	Quiz 3 – 5 pts
Assignment 1 – 75 pts
	HW3
	See Units of Instruction file in Blackboard for your section’s due dates.

	Unit 4

	SQL Injection, ASVS, CVE
	Review basic SQL commands; introduce SQL injection. Demonstrate CVE searching
	Quiz 4 – 5 pts
Lab 2 – 35 pts
	HW4
	See Units of Instruction file in Blackboard for your section’s due dates.

	Unit 5

	Access Control
	Compare and contrast authentication and authorization mechanisms
	Quiz 5 – 5 pts
Discussion Board 2 – 5 pts
	HW5
	See Units of Instruction file in Blackboard for your section’s due dates.

	Unit 6

	Sensitive Data / PII
	Identify different classifications of data and privacy needs
	Quiz 6 – 5 pts
Assignment 2 – 75 pts
	HW6
	See Units of Instruction file in Blackboard for your section’s due dates.

	Unit 7

	XML External Entities
	Describe XML uses and identify vulnerabilities related to XML.
	Quiz 7 – 5 pts
Discussion Board 3 – 5 pts
	HW7
	See Units of Instruction file in Blackboard for your section’s due dates.

	Unit 8

	Broken Access Controls
	Identify common access control vulnerabilities and corresponding defensive mechanisms.
	Quiz 8 – 5 pts
Lab 3 – 35 pts
	HW8
Midterm Exam (Available on Blackboard) – 100 pts


	See Units of Instruction file in Blackboard for your section’s due dates.

	Unit 9
	Threat Modeling
	Describe the basics of threat modeling and review threat modeling tools. 
	Quiz 9 – 5 pts
Lab 4 – 25 pts Assignment 3 – 50 pts
	HW9

	See Units of Instruction file in Blackboard for your section’s due dates.

	Unit 10
	Cross-site Scripting
	Introduce cross-site scripting vulnerabilities and recent attacks.
	Quiz 10 – 5 pts
Lab 5 – 35 pts
	HW10
	See Units of Instruction file in Blackboard for your section’s due dates.

	Unit 11
	Legal and Compliance
	Apply compliance regulations to web applications, including HIPAA, SOX, and PCI-DSS
	Quiz 11 – 5 pts
Discussion Board 4 – 5 pts
	HW11
	See Units of Instruction file in Blackboard for your section’s due dates.

	Unit 12
	Components with Known Vulnerabilities
	Identify development and infrastructure components and associated known vulnerabilities 
	Quiz 12 – 5 pts
Discussion Board 5 – 5 pts
	HW12
	See Units of Instruction file in Blackboard for your section’s due dates.

	Unit 13
	Insufficient Logging & Monitoring
	Compare logging and monitoring, identifying strengths and weaknesses for each.
	Quiz 13 – 5 pts
	HW13
	See Units of Instruction file in Blackboard for your section’s due dates.

	Unit 14
	LAMP Stack
	Identify the components of the LAMP stack, common uses, and known vulnerabilities 
	Quiz 14 – 5 pts
Lab 6 – 35 pts
	HW14
	See Units of Instruction file in Blackboard for your section’s due dates.

	Unit 15
	Designing Defense
	Assess the classic 3-tier web application architecture for single points of failure and high availability components.
	Quiz 15 – 5 pts
Final Project Report & Presentation 200 pts
	HW15
Final Exam (Available on Blackboard) – 200 pts
	See Units of Instruction file in Blackboard for your section’s due dates.
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