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Columbus State Community College
 Department, ITST Program/Cybersecurity Program

COURSE: ITST 2238 - Information Security Fundamentals	

CREDITS:  3    CLASS HOURS/WEEK: Blended   PREREQUISITES: ITST-1101, ITST 1102, CSCI 1152

DESCRIPTION OF COURSE 
An introductory in-depth coverage of risks and threats to an organization’s data, combined with a structures way of addressing the safeguarding of these critical electronic assets. The course provides a foundation for those new to Information Security as well as those responsible for protecting network services, devices, traffic, and data. Additionally, the course provides the broad-based knowledge necessary to prepare students for further study in other specialized security fields. It is also intended serve the needs of individuals seeking to pass the latest, fully active, version of Computing Technology Industry Association’s (CompTIA) Security + certification exam.

STUDENT LEARNING OUTCOMES
· Students will describe why information security is essential in today’s IT environment
· Students will identify the goals of information security
· Students will describe common security threats and their ramifications;
· Students will determine the factors involved in developing a secure information security strategy
· Students will identify common attacks and describe how to safeguard against them
· Students will describe communications, E-mail, Web, remote access, and wireless security issues;
· Students will evaluate various network devices and media and how best to secure them;
· Students will describe the basics of cryptography
· Students will differentiate between physical security, disaster recovery, and business continuity
· Students will demonstrate appropriate and ethical behavior and good work habits
PROGRAM GOALS
· Time Management			Accountability and Ethics		   Critical Thinking
· Effective Communication 		Technical Competence

COURSE MATERIALS REQUIRED
· Regular access to a PC or laptop [smart phone and not tablet will not work well] and adequate bandwidth for the Internet...note requirements for Blackboard access - https://www.cscc.edu/academics/online-learning/technical-requirements.shtml: Read entire tab including (System Requirements, Recommended Browsers, Plug-Ins Needed, Software Needed.) Note: Office 365 is a free download for students. I highly encourage using the recommended system requirements, if currently possible, with the ability to upgrade over time from the minimums if not. No additional software is needed for the course, however higher broadband capabilities are very helpful in accessing the associated labs. For any difficulty with systems:  https://www.cscc.edu/services/itsc/.

TEXTBOOK, MANUALS, REFERENCES, AND OTHER READINGS
· CompTIA Security + SYO-501 Approved Cert Guide by David Prowse
· Materials provided by the Department and or are available on Blackboard
· Labs


GENERAL INSTRUCTIONAL METHODS
· Labs					Lecture				Classroom Discussions			
· Hands-on Activities			Quizzes

ASSESSMENT
Columbus State Community College is committed to assessment (measurement) of student achievement of academic outcomes.  This process addresses the issues of what you need to learn in your program of study and if you are learning what you need to learn.  The assessment program at Columbus State has four specific and interrelated purposes: (1) to improve student academic achievements; (2) to improve teaching strategies; (3) to document successes and identify opportunities for program improvement; (4) to provide evidence for institutional effectiveness.  In class you are assessed and graded on your achievement of the outcomes for this course.  You may also be required to participate in broader assessment activities.

STANDARDS AND METHODS FOR EVALUATION

Quizzes & Mid-Term—Students will complete quizzes for each chapter we cover. All quizzes will be completed through Blackboard at your convenience during the week they are assigned. Late assignments will receive a maximum of half the points earned and any assignments not completed within a week after the assigned due date will earn a grade of zero. Students have one attempt for each quiz and all quizzes are open book. Each quiz has a 30-minute time limit, and once the quiz has been started, you must finish it. After the quiz, you will be able to see your score and feedback.  

Discussion Assignments – See Blackboard for expectations, rubric and requirements.  Each discussion assignment requires a robust one-page entry from each student. 

Labs—Students will complete one to four hands-on labs for every chapter. Labs will not be accepted via e-mail.  Labs must be submitted in the manner requested to receive credit.  No late labs will be accepted unless arrangements have been made with the Instructor, prior to that class.

Mid-Term and Final—Students will complete Mid-Term and Final online, by the due date.   

GRADING SCALE   [ Subject to change – refer to Blackboard Gradebook for most current data ]

	Major Categories
	Point Value

	Quizzes (Blackboard)
	360 Points  

	Labs 
	375 Points 

	Mid-Term
	145 Points

	Discussion Boards
	150 Points

	Final 
	170 Points

	TOTAL:
	1200  Points  


	
	90 - 100%
	A

	
	80 - 89%
	B

	
	70 – 79%
	C

	
	60 – 69%
	D

	 
	0 – 59%
	E


See the Calendar on Blackboard for additional information and due dates

ATTENDANCE POLICY
Attendance and participation in Question and Answer (Q & A) sessions are helpful to your success in completing this course and doing well.  The class will begin promptly when scheduled.   


Student Responsibilities

General
The student is responsible for reading the syllabus, text assignments, and lab rules relating to this course.  Students are expected to read assigned chapters prior to Question and Answer (Q & A) sessions.   

Student Code of Conduct: Respect for Others
Please use common courtesy in class. This means avoiding use of inappropriate language and not expressing hostility toward others. As an enrolled student at Columbus State Community College, you have agreed to abide by the Student Code of Conduct as outlined in the Student Handbook.  You should familiarize yourself with the student code.  Columbus State Community College expects you to exhibit high standards of academic integrity, respect and responsibility.  Any confirmed incidence of misconduct, including plagiarism and other forms of cheating, will be treated seriously and in accordance with College Policy and Procedure 7-10.

AMERICANS WITH DISABILITIES ACT (ADA) POLICY 
It is Columbus State policy to provide reasonable accommodations to students with documented disabilities.  If you would like to request such accommodations because of physical, mental or learning disability, please contact the Department of Disability Services, 101 Eibling Hall, 614.287.2570 (V/TTY).  Delaware Campus students may also contact an advisor in the Student Services Center, first floor Moeller Hall, 740.203.8000.  Ask for Delaware Campus advising, or www.cscc.edu/delaware, for assistance.

LABs, Quizzes, Assignments + Project Due Dates
Assignments, quizzes, and labs will be posted to Blackboard.  Assignments will only be accepted in the manner the Instructor has stipulated.   The student will be notified of the method required to submit the assignment.  Assignments, quizzes, and labs are not accepted via email.   Assignments, quizzes, and labs have due dates assigned.  Late submissions of work will not be accepted without coordinating with the instructor.

Web Site [Blackboard]
IT IS CRUCIAL FOR YOU TO USE OUR BLACKBOARD SITE FOR THE CLASS.   Information for the course is available through our Blackboard web site. This site will contain class announcements, the course syllabus, handouts, quizzes, quiz due dates, assignments, discussion boards/assignments, and supplemental materials.  This information will be updated as new information becomes available and the announcement section will alert you to any changes or additions to the schedule.  You are responsible for checking this site and your email regularly to stay informed about the class.

E-Mail
All students are given a CSCC student e-mail account.   Time sensitive communication and information about the class will be sent out by the Instructor via email to the student’s CSCC account, as necessary.  Use your CSCC student account when communicating with the Instructor and include the course name in the subject line.  E-Mail is the preferred and best mode of communication with your Instructor.  This is communication between yourself and your Instructor; emails will contain proper grammar and punctuation and a subject line.   E-Mails received from non-CSCC accounts, without a subject line, without proper grammar and punctuation and without reference to the specific class will not be responded too.  

Review this syllabus before emailing your Instructor with questions about this course.  Emailed questions about the course that are covered in the syllabus will not receive a response.



Inappropriate Use of Electronic Devices
Please be mindful of the right of others to hear and learn online or face to face.  Keeping that in mind:
When Online: Stay muted when not speaking and do not use cell phones, beepers, music players or games during synchronous class time.   If you have an emergency and must take calls during class, please be respectful and handle those situations silently.   Remember turn off the ringer and all music when engaging in classroom discussion.  Texting is not allowed with classmates during class time.
When Face to Face: Use of cell phones not permitted unless directed by instructor.



Columbus State Community College required College Syllabus Statements on College Policies and Student Support Services can be found at  www.cscc.edu/syllabus or on the College website Quick Links “Syllabus Statements”.
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ITST 2238 Syllabus Dates/Course Requirements Subject to Change:
Read E-mail and consult Blackboard Announcements regularly. 
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Week 2020Unit of Instruction/Topics   ReadAssessment   Assignments  Due Date 

Week 1  Intro + Syllabus Ch. 1 Video Lecture/Quiz Begin Intro Disc. Board DB

09/01/20

1-Sep CH 1 Introduction to Security  Labs/Discussions Ch. 1 Quiz Due

09/05/20

Intro to NetLab & NDG Lab 15 Due    

09/05/20

Week 2 CH 2 Comp Sys Sec Pt 1        Ch. 2 Video Lecture/Quizzes Intro DB Due

09/08/20

CH 3 Comp Sys Sec Pt 2        Ch. 3 Labs/Discussions Ch. 2 Quiz Due

09/08/20

8-Sep   Ch.  3 Quiz Due

09/08/20

Begin Phishing Discussion

09/08/20

NDG Labs: 7, 8 Due

09/12/20

Week 3 CH 4 OS Hardening and Virtualization Ch. 4 Video Lecture/Quiz Phishing Discussion Due

09/15/20

15-Sep Labs/Discussions Ch. 4 Quiz Due 

09/15/20

NDG Lab/s: 10, 21 Due

09/19/20

Week 4 CH 5 Application Security    Ch. 5 Video Lecture/Quizzes Ch. 5 Quiz Due

09/22/20

22-Sep Labs/Discussions NDG Lab/s: 9 Due

09/26/20

Week 5 CH 6 Network Design Elements  Ch. 6 Video Lecture/Quiz Begin Stuxnet Discussion

09/29/20

29-Sep Labs/Discussions Ch. 6 Quiz Due 

09/29/20

NDG Lab/s: 12, 13 Due

10/03/20

Week 6  CH 7 Networking Protocols & Threats Ch.7 Video Lecture/Quizzes Ch. 7 Quiz Due

10/06/20

6-Oct Stuxnet Discussion Due

10/06/20

Labs/Discussions NDG Lab/s: 1, 14

10/10/20

Week 7  CH 8 Network Perimeter Security Ch. 8 Video Lecture/Quiz Ch. 8 Quiz

Week 7 

13-Oct Labs/Discussions NDG Lab/s: 11 

10/17/20

Week 8 CH 9 Securing Network Media & Devices Ch. 9 Video Lecture/Quizzes Ch. 9 Quiz

10/20/20

Labs/Discussions NDG Lab/s: 6, 20 

10/24/20

20-Oct MIDTERM 145 Pts Online Test 50 Questions

10/20/20

Week 9  CH 10 Phys. Sec. & Auth. Models    Ch. 10 Video Lecture/Quiz Ch. 10 Quiz Due 

10/27/20

27-Oct Labs/Discussions NDG Lab/s: 2, 3,16 

10/31/20

NSA Principles + Assessment

10/31/20

Week 10 CH 11 Access Control Methods & Models Ch. 11 Video Lecture/Quizzes Begin Black Energy Discussion

11/03/20

3-Nov CH 12 Vulnerability and Risk AssessmentCh. 12Labs/Discussions Ch. 11 Quiz Due

11/03/20

Ch. 12 Quiz Due

11/03/20

NDG Lab/s 22 Due

11/07/20

NDG Lab/s 4,5 Due

11/07/20

Week 11 CH 13 Monitoring and Auditing   Ch. 13 Video Lecture/Quiz Black Energy Discussion Due

11/10/20

10-Nov Labs/Discussions Ch. 13 Quiz Due

11/10/20

NDG Lab/s 17 Due

11/14/20

Week 12 CH 14 Encryption and Hashing ConceptsCh. 14 Video Lecture/Quizzes Ch. 14 Quiz Due

11/17/20

17-Nov Labs/Discussions NDG Lab/s 19, 25 Due

11/21/20

Week 13 CH 15 PKI & Encryption Protocols          Ch. 15 Video Lecture/Quiz Begin WannaCry Discussion

11/24/20

24-Nov Labs/Discussions Ch. 15 Quiz Due

11/24/20

NDG Lab/s 23 Due

11/28/20

Week 14 CH 16 Redundancy & Disaster Recovery Ch. 16 Video Lecture/Quizzes Ch. 16 Quiz Due

12/01/20

1-Dec CH 17 Social Eng., User Ed. & Facilities  Ch. 17 Labs/Discussions Ch. 17 Quiz Due

12/01/20

NDG Lab/s 18, 24 Due

12/05/20

WannaCry Discussion Due

12/01/20

Week 15 CH 18 Policies and Procedures & ReviewCh. 18Video Lecture/Quiz Ch. 18 Quiz Due

12/08/20

8-Dec Labs/Discussions

15-Dec

FINAL EXAM 

On-Line Test 60 Questions 12/15/20

ITST-2238 Autumn Semester 2020 - 15 Week with Final on 16th Week


