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COURSE NUMBER: ITST-1130			COURSE TITLE: Cloud Foundations for AWS Cloud Practitioner

INSTRUCTOR:<Name>				CONTACT:<Contact>

CREDITS: 3		CLASS/CONTACT HOURS PER WEEK: 4 (2-lecture, 2-lab)		
PREREQUISITES: CSCI-1103

DESCRIPTION OF COURSE: 
The Cloud Foundations course is intended for all students, irrespective of their chosen majors, who seek an overall understanding of cloud computing concepts, independent of specific technical roles. It provides a detailed overview of cloud concepts, AWS core services, security, and architecture.

COURSE STUDENT LEARNING OUTCOMES
· Describe the six advantages of cloud computing 
· Describe three cloud deployment models
· Use the AWS Cloud Adoption Framework to help organizations transform the way they work
· Understand the AWS pricing philosophy 
· Review fundamental pricing characteristics
· Understand the elements of Total Cost of Ownership
· Understand the difference between AWS Regions, Availability Zones, and Edge Locations
· Understand the different AWS compute services 
· Describe Amazon Elastic Compute Cloud
· Explain AWS Lambda, which is serverless computing 
· Describe AWS Elastic Beanstalk
· Discuss storage services including Amazon EBS, Amazon S3, Amazon EFS, and Amazon Glacier
· Describe use cases for storage options, along with a demonstration of Amazon Glacier 
· Understand storage pricing
· Understand virtual networking in the cloud with Amazon VPC 
· Create virtual firewalls with security groups
· Secure delivery of data, videos, applications, and APIs with Amazon CloudFront 
· Provide an overview of different database services in the cloud
· Highlight the differences between unmanaged and managed database solutions 
· Differentiate between Structured Query Language and NoSQL databases 
· Review the availability differences of alternative database solutions
· Learn how to distribute traffic across Amazon EC2 instances using Elastic Load Balancing
· Discover the ability of Auto Scaling to launch servers in response to workload changes 
· Use CloudWatch to monitor AWS resources and applications in real time
· Describe the AWS Shared Responsibility Model 
· Examine IAM users, groups, and roles
· Describe different types of security credentials 
· Review the AWS Trusted Advisor checks 
· Discuss security compliance
· Understand best practices on day 1 with a new AWS account 
· Explore the well-architected pillars and design principles 
· Understand high availability and reliability

PROGRAM OUTCOMES
· Critical Thinking 
· Information Literacy 
· Technological Competence
· Communication Competence

OUTCOMES BASED ASSESSMENT OF STUDENT LEARNING
For this course, students are expected to demonstrate the skills associated with the Institutional Learning Goals (ILG) identified below:
· Critical Thinking 
· Quantitative Skills 
· Technological Competence
· Communication Competence
· Professional & Life Skills

In class students are assessed on their achievement of these outcomes. Names will not be used when reporting results. Outcomes-based assessment is used to improve instructional planning and design and the quality of student learning throughout the college.

COURSE MATERIALS REQUIRED
PC/Laptop and Internet Access

TEXTBOOK(S), MANUALS, REFERENCES, AND OTHER READINGS
This course uses a text book and additional readings. The required readings are linked in the Unit folders for each Unit in Blackboard. There are also lecture slides that reflect the main points from the readings in each Unit folder. In addition to the readings, practice examples, and a study guide will be in each Unit folder to help reinforce the readings.

AWS Certified Cloud Practitioner CLF-C02 Cert Guide, 2nd Edition, by Anthony Sequeira.
White Paper: “Overview of Amazon Web Services.” 
White paper: “Architecting for the Cloud.” 
White paper: “How AWS Pricing Works.” 
Web Page: “Compare AWS Support Plans.” 
Web Page: “AWS Cloud Practitioner Exam Guide.” 
Web Page: “Prepare for Your AWS Certification Exam.” 

GENERAL INSTRUCTIONAL METHODS
Assigned Readings
Videos
Interactive examples
Labs + Demonstrations
Discussion Boards

STANDARDS AND METHODS FOR EVALUATION
    
	Discussion Boards
	100 Points 

	Quizzes
	100 Points 

	Labs 
	100 Points 

	Final Exam
	100 Points 

	Total
	400 Points

	
	



GRADING SCALE
	Points
	Percentage
	Grade

	360 – 400 points
	90 - 100%
	A

	320 – 359 points
	80 - 89%
	B

	280 – 319 points
	70 – 79%
	C

	240 – 279 points
0 – 239 points
	60 – 69%
0 – 59%
	D
E




SPECIAL COURSE REQUIREMENTS
You will need an AWS Academy account. Preparation for the exam requires that you register for a number of websites from varying third-party companies that handle select aspects of the training for AWS. You must register for all required sites—and registration is free for all.

ATTENDANCE POLICY
Students must complete all assignments on time. Since this is an asynchronous web course, lack of submitting assignments is equivalent to not attending class.

COLLEGE SYLLABUS STATEMENTS
Columbus State Community College required College Syllabus Statements on College Policies and Student Support Services can be found at www.cscc.edu/syllabus or on the College website Quick Links “Syllabus Statements”.

WEATHER RELATED DEPARTMENT SPECIFIC POLICY
Regardless of modality, in the event of severe weather or other emergencies that could force the college to close or to cancel classes, such information will be broadcast on radio stations and television stations.  Students who reside in areas that fall under a Level III emergency should not attempt to drive to the college even if the college remains open.

Assignments due on a day the college is closed will be due the next scheduled class period.  If an examination is scheduled for a day the campus is closed, the examination will be given on the next class day.  If a laboratory is scheduled on the day the campus is closed, it will be made up at the next scheduled laboratory class

Students who miss a class because of weather-related problems, but the class is held as scheduled, are responsible for reading and other assignments as indicated in the syllabus.  If a laboratory or examination is missed, contact the instructor as soon as possible to determine how to make up the missed exam or lab.  Remember!  It is the student’s responsibility to keep up with reading and other assignments when a scheduled class does not meet, whatever the reason.

UNITS OF INSTRUCTION 
	Unit
	UNIT OF INSTRUCTION
	LEARNING OBJECTIVES/GOALS
	ASSESSMENT METHODS
	ASSIGNMENTS
	ASSIGNMENT DUE DATE

	Unit 1

	Introductions
	Introduce AWS Academy, confirm lab login information.
	Discussion Board 1 – 20 pts

		HW1

	



	See Units of Instruction file in Blackboard for your section’s due dates.

	Unit 2

	Cloud Concepts
	Understand private and public cloud environments and deployment models, IaaS, PaaS, and SaaS
	
	HW2
	See Units of Instruction file in Blackboard for your section’s due dates.

	Unit 3

	AWS Infrastructure Overview
	Introduce the overall AWS infrastructure
	Discussion Board 2 – 20 pts
	HW3
	See Units of Instruction file in Blackboard for your section’s due dates.

	Unit 4

	Organizations & Accounts
	Demonstrate how companies typically set up an organization and the types of accounts
	Quiz 1 – 25 pts

	HW4
	See Units of Instruction file in Blackboard for your section’s due dates.

	Unit 5

	Cloud Security & Identity and Access Management
	Introduce the shared responsibility model and IAM provisioning 
	Lab 1 – 20 pts

	HW5
	See Units of Instruction file in Blackboard for your section’s due dates.

	Unit 6

	Storage Services
	Describe the well-architected framework, fundamental storage services including S3, EBS, and EFS
	Lab 2 – 20 pts

	HW6
	See Units of Instruction file in Blackboard for your section’s due dates.

	Unit 7

	Network Services
	Describe network services, including CloudFront, Route 53, and virtual private cloud concepts
	Quiz 2 – 25 pts

	HW7
	See Units of Instruction file in Blackboard for your section’s due dates.

	Unit 8

	Compute Services
	Explain compute services, including EC2, containers, and serverless compute options
	Lab 3 – 20 pts 
	HW8


	See Units of Instruction file in Blackboard for your section’s due dates.

	Unit 9
	Database Services
	Explain database options, including RDS, DyanmoDB, Aurora, Glacier, and Redshift
	Lab 4 – 20 pts
	HW9

	See Units of Instruction file in Blackboard for your section’s due dates.

	Unit 10
	High Availability
	Describe high availability options when setting up VPC environments
	Discussion Board 3 – 20 pts
Quiz 3 – 25 pts
	HW10
	See Units of Instruction file in Blackboard for your section’s due dates.

	Unit 11
	Application Integration & Automation
	Describe integration services, including EventBridge, simple queue service, and Simple Notification Service
	Lab 5 – 20 pts
	HW11
	See Units of Instruction file in Blackboard for your section’s due dates.

	Unit 12
	Governance & Security
	Provide an overview of confidentiality, user roles, and compliance with CloudTrail and AWS Audit Manager
	Discussion Board 4 – 20 pts
	HW12
	See Units of Instruction file in Blackboard for your section’s due dates.

	Unit 13
	Billing & Pricing
	Overview of pricing schemes for fundamental services
	Quiz 4 – 25 pts
	HW13
	See Units of Instruction file in Blackboard for your section’s due dates.

	Unit 14
	Azure & GCP Overview
	Review similarities and differences between the three main public cloud providers
	Discussion Board 5 – 20 pts
	HW14
	See Units of Instruction file in Blackboard for your section’s due dates.

	Unit 15
	Review and Exam Prep
	Review the certification exam question categories and review sample questions and answers. 
	Certification Practice Exam
	HW15
Final Exam (Available on Blackboard) – 100 pts
	See Units of Instruction file in Blackboard for your section’s due dates.
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