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Division: Information Systems Technology
Department: Information Systems Technology

COURSE NUMBER: ITST-1123			COURSE TITLE: A+ Cert, Managing/Troubleshooting PCs

INSTRUCTOR:<Name>				CONTACT:<Contact>

CREDITS: 3		CLASS/CONTACT HOURS PER WEEK: 5 (1-lecture, 4-lab)		
PREREQUISITES: CSCI-1152, ITST-1101, CSCI-1103

DESCRIPTION OF COURSE: 
This course covers the domains used for the A+ certification. The CompTIA A+ is the ideal foundational certification to get started on a career working with cutting-edge information technologies. It covers mobile, tablets, laptops, desktops and beyond. The exam verifies an individual can troubleshoot networking and security issues within operating systems such as Linux, Android, Windows and more.

COURSE STUDENT LEARNING OUTCOMES
· Use common safety procedures.
· Explain basic cable types and their connectors, features, and purposes.
· Use proper communication techniques and professionalism.
· Explain basic change-management best practices. 
· Explain internal hardware components, features, and purposes.
· Apply the best practice methodology to resolve problems for operating systems, computer hardware and basic networking issues. 
· Install, update, configure and maintain an operating system.
· Explain peripheral devices, features, and purposes.
· Implement best practices associated with documentation and support systems information management.
· Summarize cloud computing concepts.
· Configure and implement virtualization.
· Configure and implement VPN services.
· Implement security best practices.
· Explain the importance of prohibited content/activity and privacy, licensing, and policy concepts.
· Explain common computer attacks, threats, and vulnerabilities.
· Explain network devices, features, and purposes.
· Implement disaster prevention and recovery methods.
· Setup, configure and manage mobile devices.
· Install and configure a printer. 

PROGRAM OUTCOMES
· Critical Thinking 
· Ethical Reasoning 
· Quantitative Skills 
· Time Management
· Technological Competence
· Communication Competence
· Professional & Life Skills

OUTCOMES BASED ASSESSMENT OF STUDENT LEARNING
For this course, students are expected to demonstrate the skills associated with the Institutional Learning Goals (ILG) identified below:
· Critical Thinking 
· Quantitative Skills 
· Technological Competence
· Communication Competence
· Professional & Life Skills

In class students are assessed on their achievement of these outcomes. Names will not be used when reporting results. Outcomes-based assessment is used to improve instructional planning and design and the quality of student learning throughout the college.


COURSE MATERIALS REQUIRED
PC/Laptop and Internet Access

TEXTBOOK(S), MANUALS, REFERENCES, AND OTHER READINGS
This course uses TestOut PC Pro. The required readings are linked in the Unit folders for each Unit in Blackboard. There are also lecture slides that reflect the main points from the readings in each Unit folder. In addition to the readings, practice examples, and a study guide will be in each Unit folder to help reinforce the readings.

TestOut PC Pro
English 7.0
ISBN: 978-1-935080-42-8
Access to TestOut’s LabSim platform is required for this class. Access to the platform is included with the book purchase from the CSCC Bookstore. The book is an electronic form and accessed through the Blackboard course

GENERAL INSTRUCTIONAL METHODS
Assigned Readings
Interactive examples
Labs + Demonstrations
Discussion Boards

STANDARDS AND METHODS FOR EVALUATION
    
	Discussion Boards
	25 Points 

	Assessments
	992 Points 

	Labs/Assignments
	386 Points 

	Presentation
	75 Points 

	Final Exam
	180 Points 

	Total
	1658 Points




GRADING SCALE
	Points
	Percentage
	Grade

	1492 – 1658 points
	90 - 100%
	A

	1326 – 1491 points
	80 - 89%
	B

	1160 – 1325 points
	70 – 79%
	C

	994 – 1159 points
0 – 993 points
	60 – 69%
0 – 59%
	D
E






SPECIAL COURSE REQUIREMENTS
None.

ATTENDANCE POLICY
Students must complete all assignments on time. Since this is an asynchronous web course, lack of submitting assignments is equivalent to not attending class.

COLLEGE SYLLABUS STATEMENTS
Columbus State Community College required College Syllabus Statements on College Policies and Student Support Services can be found at www.cscc.edu/syllabus or on the College website Quick Links “Syllabus Statements”.

WEATHER RELATED DEPARTMENT SPECIFIC POLICY
Regardless of modality, in the event of severe weather or other emergencies that could force the college to close or to cancel classes, such information will be broadcast on radio stations and television stations.  Students who reside in areas that fall under a Level III emergency should not attempt to drive to the college even if the college remains open.

Assignments due on a day the college is closed will be due the next scheduled class period.  If an examination is scheduled for a day the campus is closed, the examination will be given on the next class day.  If a laboratory is scheduled on the day the campus is closed, it will be made up at the next scheduled laboratory class

Students who miss a class because of weather-related problems, but the class is held as scheduled, are responsible for reading and other assignments as indicated in the syllabus.  If a laboratory or examination is missed, contact the instructor as soon as possible to determine how to make up the missed exam or lab.  Remember!  It is the student’s responsibility to keep up with reading and other assignments when a scheduled class does not meet, whatever the reason.


UNITS OF INSTRUCTION 
	Unit
	UNIT OF INSTRUCTION
	LEARNING OBJECTIVES/GOALS
	ASSESSMENT METHODS
	ASSIGNMENTS
	ASSIGNMENT DUE DATE

	Unit 1

	Course Introduction
Technician Responsibilities
	Protection and Safety
Environmental Controls
Professionalism
Change Management
PC Maintenance
PC and Networking Tools
Troubleshooting Process Overview
Support Systems
Documentation
	Explore the Lab Interface
Set Up a Computer
Connect Internal Components
Introduction Quiz
Install a UPS
Create a Ticket
Close a Ticket
Practice Questions
		HW1

	



	See Units of Instruction file in Blackboard for your section’s due dates.

	Unit 2

	Hardware
	Network Media
Cables and Connectors
Cases and Motherboards
Motherboard Troubleshooting
Memory
Memory Installation
Memory Troubleshooting
	Install USB Devices
Choose and Install a Motherboard
Troubleshoot System Power
Troubleshoot Power Supply Problems
Select Memory by Sight
Install Triple Channel Memory
Troubleshoot Memory 1
Troubleshoot Memory 2
Practice Questions
	HW2
	See Units of Instruction file in Blackboard for your section’s due dates.

	Unit 3

	Hardware
	BIOS/UEFI
Processors
Processor Troubleshooting
Video and Expansion Cards
Audio
Cooling
Power Supplies
	Find BIOS/UEFI Settings
Configure BIOS/UEFI Security
Select and Install a Processor
Troubleshoot Processor Installation 
Upgrade a Video Card
Install a Sound Card
Install a Power Supply
Practice Questions
	HW3
	See Units of Instruction file in Blackboard for your section’s due dates.

	Unit 4

	Operating Systems Basics
Storage
	Operating Systems
Windows Basics
Linux Basics
MacOS Basics
Storage Devices
SATA
Optical Media
RAID
	Install SATA Devices
Create RAID Arrays
Implement a RAID Solution
Practice Questions
	HW4
	See Units of Instruction file in Blackboard for your section’s due dates.

	Unit 5

	Storage
	File Systems
Storage Management
Storage Spaces
Disk Optimization
Storage and RAID Troubleshooting
	Create Volumes
Format Drives
Add Space to Existing Volumes
Implement Storage Spaces
Perform Disk Maintenance
Troubleshoot SATA Devices
Practice Questions
	HW5
	See Units of Instruction file in Blackboard for your section’s due dates.

	Unit 6

	System Implementation
System Management
	Windows Pre-Installation
Windows Installation
Cloud Computing
Virtualization
Windows System Tools
Windows Settings
Performance Monitoring
Windows Application Management
	Prepare Disks for Installation
Install a Workstation with PXE
Create Virtual Machines
Create Virtual Hard Disks
Use System Commands
Manage Applications
Repair Programs
Practice Questions
	HW6
	See Units of Instruction file in Blackboard for your section’s due dates.

	Unit 7

	System Management 1
System Management 2
	Linux Application Management
Digital Content Management
Virtual Memory
Windows and Application Troubleshooting
Scripting Basics
Active Directory
Users and Groups
	Manage Linux Processes
Configure Virtual Memory
Join a Workstation to a Domain
Create User Accounts
Create OUs
Delete OUs
Manage Users and Groups
Practice Questions
	HW7
	See Units of Instruction file in Blackboard for your section’s due dates.

	Unit 8

	System Management 2
	Remote Services
VPN
Updates
System Backup
System Recovery
Windows Boot Errors
	Configure Remote Services
Configure a VPN Connection
Configure Windows Update
Back Up the Computer
Configure File History
Restore Data from File History
Create a Restore Point
Boot into the Windows Recovery Environment
Configure the Boot Order
Troubleshoot System Startup 
Practice Questions
	HW8


	See Units of Instruction file in Blackboard for your section’s due dates.

	Unit 9
	Student Presentations
	Student Presentations Delivered 
	
	HW9

	See Units of Instruction file in Blackboard for your section’s due dates.

	Unit 10
	File Management
Peripheral Devices
	Manage Files on Windows
NTFS and Share Permissions
File Encryption
Linux File Management
Peripheral Devices
Display Devices
	Manage Files
Manage Files and Folders
Share and Secure Folders
Configure NTFS Permissions
Configure File Encryption
Use Shell Commands
Manage the Linux File System
Manage Linux File Ownership
Configure Dual Monitors
Practice Questions
	HW10
	See Units of Instruction file in Blackboard for your section’s due dates.

	Unit 11
	Peripheral Devices
Networking
	Display, Video, and Projector Troubleshooting
Device Driver Management
Device Driver Troubleshooting
Networking Overview
Networking Ports and Protocols
Client-Side Network Configuration
	Manage Devices
Configure TCP/IP Settings on Windows 
Practice Questions
	HW11
	See Units of Instruction file in Blackboard for your section’s due dates.

	Unit 12
	Networking
	Services Provided by Network Devices
Wireless Networking
SOHO Configuration
Networking Hardware
Command Line Network Utilities
Network Troubleshooting
	Configure Smart Devices
Connect to a Wireless Network
Create a Home Wireless Network
Secure Home Wireless Network
Configure a Wireless Profile
Update Firmware
Select and Install a Network Adapter
Configure a Wireless Infrastructure
Configure a DSL Internet Connection
Use the Linux ip Command
Explore Configuration Information 
Fix a Network Connection
Practice Questions
	HW12
	See Units of Instruction file in Blackboard for your section’s due dates.

	Unit 13
	Mobile Devices
	Laptops
Mobile Device Displays and Components
Laptop Power Management
Mobile Device Network Connectivity
Mobile Device Security
Laptop and Mobile Device Troubleshooting
	Edit Power Options
Create a Power Plan
Manage Mobile Devices
Configure iPad Access Control and Authentication
Practice Questions
	HW13
	See Units of Instruction file in Blackboard for your section’s due dates.

	Unit 14
	Printing
Security
	Printer Overview
Print Connectivity
Printer Types and Components
Printer Troubleshooting
Security Best Practices
Incident Response and Regulated Data
Physical Security
	Select and Install a Printer
Add a Printer
Manage Printing
Configure Network Printing
Practice Questions
	HW14
	See Units of Instruction file in Blackboard for your section’s due dates.

	Unit 15
	Security
	Logical Security Measures
Social Engineering Attacks
Data Destruction and Disposal
Malware Protection
Firewalls
Proxy Servers
Install, Configure, and Secure Browsers
Security Troubleshooting
	Require a Screen Saver Password
Enforce Password Settings
Manage Linux Passwords
Configure Remote Wipe
Configure Microsoft Defender Antivirus
Configure Microsoft Defender Firewall
Use a Proxy Server
Practice Questions
	HW15
Final Exam (Available on Blackboard) – 180 pts
	See Units of Instruction file in Blackboard for your section’s due dates.
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