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COURSE NUMBER: CSCI 2790 COURSE TITLE: Linux Administration

INSTRUCTOR: <Instructor Name>	CONTACT: <Instructor Contact>

CREDITS: 3	CLASS/CONTACT HOURS PER WEEK:	5	PREREQUISITES: CSCI-2790 or ITST-1136  

DESCRIPTION OF COURSE: CSCI 2770 is designed for students to learn data communications theory as applied to digital, analog, wireless, and voice networks, OSI layered network model, and TCP/IP. Students will learn the concepts of TCP/IP related to TCP/IP history, security, protocols, IP addressing, bridging and routing, and subnetting. Students will apply and demonstrate TCP/IP through labs using Windows DHCP, domain name services, and Linux.



COURSE STUDENT LEARNING OUTCOMES Upon successful completion of this course, the student should be able to:

· Describe the origins of the Linux operating system. 
· Explain differences between Microsoft Windows and Linux. 
· Describe the requirements for running a Linux server. 
· Describe the steps necessary to install the Linux operating system. 
· Install at least one distribution of Linux on a computer. 
· Describe the steps necessary to secure a Linux system from outside attack. 
· Explain common uses for a Linux system. 
· Identify common utilities used for Linux system administration and briefly describe the usage of each. 
· Configure and secure a server with common network services and explain how it is protected. 

PROGRAM OUTCOMES For this course, students are expected to demonstrate the skills associated with the Institutional Learning Goals (ILG) identified below:
· Critical Thinking
· Communication Competence
· Technology Competence
· Professional and Life Skills







OUTCOMES BASED ASSESSMENT OF STUDENT LEARNING (Include only those ILGs covered in this course)

For this course, students are expected to demonstrate the skills associated with the Institutional Learning Goals (ILG) identified below:
· Critical Thinking
· Communication Competence
· Technology Competence
· Professional and Life Skills

In class students are assessed on their achievement of these outcomes. Names will not be used when reporting results. Outcomes-based assessment is used to improve instructional planning and design and the quality of student learning throughout the college.

COURSE MATERIALS REQUIRED
Windows 11 or higher Operating System
Internet Access
Microsoft Office 2019 or Higher

TEXTBOOK(S), MANUALS, REFERENCES, AND OTHER READINGS
Eckert, triOS College; Linux+ and LPIC-1 Guide to Linux Certification Sixth Edition; Course Technology

*** Requires MindTap Access 
ISBN 9798214000817 (Linux+ Guide, Online Access) or Cengage Unlimited 


GENERAL INSTRUCTIONAL METHODS
Lectures
Written Assignments
Homework Assignments  
Discussion Boards
Hands-On Labs 


STANDARDS AND METHODS FOR EVALUATION

	Item 
	Points 

	Review Questions                  
	  70 

	Labs/Hands-on Activities       	
	  170 

	Discussion Boards                  
	40 

	Project/Lab   
	  80 

	Quizzes                                     
	  90 

	Midterm 
	100 

	Final Exam 
	200 

	Total Points 
	750 



GRADING SCALE

	675 – 750 points 
	90 - 100% 
	A 

	600 – 674 points 
	80 - 89% 
	B 

	525 – 599 points 
	70 – 79% 
	C 

	450 – 524 points 
	60 – 69% 
	D 

	Below 449 points 
	0 – 59% 
	E 




SPECIAL COURSE REQUIREMENTS
Students are responsible for studying assigned chapters and videos prior to the class session. Successful completion of all prerequisites to this course is expected.

ATTENDANCE POLICY

Frequent attendance is a must for a successful student.  Students are expected to attend and prepare for each class by reading and studying the course assignments in advance of scheduled classes.  

COLLEGE SYLLABUS STATEMENTS
Columbus State Community College required College Syllabus Statements on College Policies and Student Support Services can be found at www.cscc.edu/syllabus or on the College website Quick Links “Syllabus Statements”.

WEATHER RELATED DEPARTMENT SPECIFIC POLICY 
Regardless of modality, in the event of severe weather or other emergencies that could force the college to close or to cancel classes, such information will be broadcast on radio stations and television stations.  Students who reside in areas that fall under a Level III emergency should not attempt to drive to the college even if the college remains open.


Assignments due on a day the college is closed will be due the next scheduled class period.  If an examination is scheduled for a day the campus is closed, the examination will be given on the next class day.  If a laboratory is scheduled on the day the campus is closed, it will be made up at the next scheduled laboratory class


Students who miss a class because of weather-related problems, but the class is held as scheduled, are responsible for reading and other assignments as indicated in the syllabus.  If a laboratory or examination is missed, contact the instructor as soon as possible to determine how to make up the missed exam or lab.  Remember!  It is the student’s responsibility to keep up with reading and other assignments when a scheduled class does not meet, whatever the reason.

UNITS OF INSTRUCTION 

	WEEK #
	UNIT OF INSTRUCTION
	LEARNING OBJECTIVES/GOALS
	ASSESSMENT METHODS
	ASSIGNMENTS
	 DUE DATE

	1

	Intro / Syllabus Review 
 
Introduction to Linux
	Define how Linux can be used.  
Discuss Linux history.
	Course Introduction

Lectures
Discussions

	Reading: Introduction to Linux

Homework 1 
Discussion Board Intro 
	End Week 1  
 

	2
 

	Linux Installation and Usage
	Describe process for Linux installation.  Install Linux without assistance.
	Lectures
Discussions

Homework
Lab

	Reading: Linux Installation and Usage

Homework
Lab  
	 End Week 2  



	3
 

	Exploring Linux Filesystems 

	Understand LSB and POSIX filesystem structures / permissions.   
Describe the differences between the two. 
	 Lectures
Discussions


Homework  
Lab
Discussion Board #1
Project Lab 
	Reading: Exploring Linux Filesystems 


Homework 
Lab 
 
Discussion Board #1 
Project Lab  
	End Week 3  





 

 

	4

 

	Linux Filesystem 
Management 

	Define necessary permissions based on intended role. Demonstrate ability to implement permissions. 
	Lectures
Discussions


Quiz 1

	Reading: Linux Filesystem 
Management 

Complete Quiz 1
	End Week 4





	5

	Linux Filesystem Administration 
	Explain common problems associated with Linux filesystems. 
Describe methods for recovery from failure. 

	Lectures 
Discussions


Homework
Lab

	Reading: Linux Filesystem Administration 

Homework
Lab  
	End Week 5



 


	6


 
	Linux Server Deployment
	Describe methods in which Linux can be installed. 
Understand how to install Linux from external media, and through unattended mechanisms. 

	 Lectures
Discussions

Homework
Lab
Discussion Board #2
 
	Reading: Linux Server Deployment 

Homework
Lab  
Discussion Board #2  

	End Week 6
 


 


	7
	Working with the Shell
	Learn what BASH shell is used for. 
Describe common methods for administration, including shell scripts. 

	Lectures
Discussions

Homework
Lab

	Reading: Working with the Shell

Homework
Lab  
	End Week 7



  

	8
	Chapters 1-7  
	Chapters 1-7 Review


Midterm Exam

	Lectures
Discussions

Midterm Exam

	Readings: Chapters 1-7 Review 

Complete Midterm  

	  End Week 8





	9
 
	System Initialization, X 
Windows, and 
Localization 

	Describe the graphical environment for Linux and common uses. 
Install a Linux system and configure the graphical interface. 

	Lectures
Discussions



Homework
Lab
Discussion Board #3

	Reading: System Initialization, X 
Windows, and 
Localization

Homework
Lab   
Discussion Board #3
	End Week 9


 



	10
	Managing Linux Processes
	Describe how Linux schedules processes. 
Demonstrate ability to view a list of running processes, modify priority, and terminate a sample. 

	Lectures
Discussions

Homework  
Lab  
	Reading: Managing Linux Processes 

Homework
Lab    

	End Week 10




	11
	Common Administrative 
Tasks
	 Describe additional common 
uses for Linux in the workplace. 
Define how and when updates should be applied, including proper testing / QA processes.
	Lectures
Discussions


Homework  
Lab  
Quiz #2
	Reading: Common Administrative 
Tasks

Homework  
Lab  
Complete Quiz #2

	End Week 11




	12
	Compression, System 
Backup, and Software 
Installation 
	Describe package management software for three or more distributions of Linux. 
Describe the differences of each and explain methods for software installation.
	Lectures
Discussions



Homework
Lab
Discussion Board #4

	Reading: Compression, System 
Backup, and Software 
Installation 

Homework    
Lab   
Discussion Board #4


	End Week 12


	13
	Network Configuration
	Describe how Linux handles network packets. 
Configure a Linux system to communicate on the network.
	Lectures
Discussions

Homework
Lab



 
	Reading: Network Configuration 

Homework
Lab 


 
	End Week 13






	14
	Configuring Network Services and Cloud Technologies 

	Describe what network services a Linux system might offer. 
Configure a Linux machine to offer web services. Explain cloud computing infrastructure concepts.
	Lectures
Discussions


Homework
Lab
Quiz #3



 
	Reading: Configuring Network Services and Cloud Technologies 

Homework   
Lab   
Quiz #3  


 
	End Week 14


	15
 

	Troubleshooting, 
Performance, and 
Security 
Final Exam Review 
Project Presentations
	Describe common problems seen with standard network services on a Linux server. Describe methods used to monitor system performance. Determine the best course of action for a problematic system. 
Apply knowledge through developing a project using Amazon Web Services.
	Lectures




Homework 3
Lab 3

Final Exam Preparation

	Reading: Troubleshooting, 
Performance, and 
Security 
Homework
Lab   

  

	End Week 15




	16
 


	Final Exam

	Final Exam
	Final Exam

 
	Complete Final Exam    

	End Week 16
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