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COURSE NUMBER: CSCI-2783			COURSE TITLE: Ethical Hacking

INSTRUCTOR:<Name>				CONTACT:<Contact>

CREDITS: 3		CLASS/CONTACT HOURS PER WEEK: 5 (2-lecture, 3-lab)		
PREREQUISITES: CSCI-1152, ITST-1136, CSCI-2781

DESCRIPTION OF COURSE: 
The ethical hacking security course provides a structured approach to understanding the threats and vulnerabilites present in todays information systems. The course introduces the students to concepts of vulnerability assessment, penetration testing, and ethical hacking. 

COURSE STUDENT LEARNING OUTCOMES
· Apply system investigation and reconnaissance concepts using industry standard tools. 
· Describe the Common Vulnerability Scoring System 
· Apply methods to attack lab resources for known vulnerabilities 
· Exploit vulnerabilities in a controlled environment and gain administrative access to resources 
· Demonstrate a working knowledge of attack methods used by red teams 
· Demonstrate a working knowledge of implementing a formal penetration test engagement, including client engagement, legal concerns, toolsets, and results presentation. 
· Demonstrate proficiency with industry standard tools including Kali Linux and the Metasploit Framework

PROGRAM OUTCOMES
· Critical Thinking 
· Ethical Reasoning 
· Technological Competence
· Communication Competence
· Professional & Life Skills

OUTCOMES BASED ASSESSMENT OF STUDENT LEARNING
For this course, students are expected to demonstrate the skills associated with the Institutional Learning Goals (ILG) identified below:
· Critical Thinking 
· Quantitative Skills 
· Technological Competence
· Communication Competence
· Professional & Life Skills

In class students are assessed on their achievement of these outcomes. Names will not be used when reporting results. Outcomes-based assessment is used to improve instructional planning and design and the quality of student learning throughout the college.


COURSE MATERIALS REQUIRED
PC/Laptop and Internet Access

TEXTBOOK(S), MANUALS, REFERENCES, AND OTHER READINGS
This course uses Open Educational Resources, so there isn’t a textbook to buy. The required readings are linked in the Unit folders for each Unit in Blackboard. There are also lecture slides that reflect the main points from the readings in each Unit folder. In addition to the readings, practice examples, and a study guide will be in each Unit folder to help reinforce the readings.

Main OER Sources:

Textbook material is provided by the Department, Safari Books access is required and can be obtained at https://library.cscc.edu


GENERAL INSTRUCTIONAL METHODS
Assigned Readings
Videos
Interactive examples
Labs + Demonstrations
Discussion Boards
Projects

STANDARDS AND METHODS FOR EVALUATION
    
	Quizzes
	20% 

	Labs 
	20% 

	Assignments
	10% 

	Team Project
	20%

	Mid-term Exam
	10%

	Final Exam
	20% 

	Total
	100%

	
	




GRADING SCALE
	Points
	Percentage
	Grade

	1170 – 1300 points
	90 - 100%
	A

	1040 – 1169 points
	80 - 89%
	B

	910 – 1039 points
	70 – 79%
	C

	780 – 909 points
0 – 779 points
	60 – 69%
0 – 59%
	D
E






SPECIAL COURSE REQUIREMENTS
None.

ATTENDANCE POLICY
Students must complete all assignments on time. Since this is an asynchronous web course, lack of submitting assignments is equivalent to not attending class.

COLLEGE SYLLABUS STATEMENTS
Columbus State Community College required College Syllabus Statements on College Policies and Student Support Services can be found at www.cscc.edu/syllabus or on the College website Quick Links “Syllabus Statements”.

WEATHER RELATED DEPARTMENT SPECIFIC POLICY
Regardless of modality, in the event of severe weather or other emergencies that could force the college to close or to cancel classes, such information will be broadcast on radio stations and television stations.  Students who reside in areas that fall under a Level III emergency should not attempt to drive to the college even if the college remains open.

Assignments due on a day the college is closed will be due the next scheduled class period.  If an examination is scheduled for a day the campus is closed, the examination will be given on the next class day.  If a laboratory is scheduled on the day the campus is closed, it will be made up at the next scheduled laboratory class

Students who miss a class because of weather-related problems, but the class is held as scheduled, are responsible for reading and other assignments as indicated in the syllabus.  If a laboratory or examination is missed, contact the instructor as soon as possible to determine how to make up the missed exam or lab.  Remember!  It is the student’s responsibility to keep up with reading and other assignments when a scheduled class does not meet, whatever the reason.


UNITS OF INSTRUCTION 
	Unit
	UNIT OF INSTRUCTION
	LEARNING OBJECTIVES/GOALS
	ASSESSMENT METHODS
	ASSIGNMENTS
	ASSIGNMENT DUE DATE

	Unit 1

	Introduction to Ethical Hacking
	Review types of hacking, including defining ethical hacking and permissions required.
	Quiz 1 – 10 pts

		HW1

	



	See Units of Instruction file in Blackboard for your section’s due dates.

	Unit 2

	Penetration Testing Lab
	Review Kali Linux and penetration testing tools. 
	Quiz 2 – 10 pts
Topic Research – 10 pts

	HW2
	See Units of Instruction file in Blackboard for your section’s due dates.

	Unit 3

	Open-Source Intelligence / Zero Touch
	Introduce zero-touch concepts and open-source intelligence feed options available 
	Quiz 3 – 10 pts
Team Proposal – 15 pts
	HW3
	See Units of Instruction file in Blackboard for your section’s due dates.

	Unit 4

	Vulnerability Scanning
	Review different types of vulnerability scanning and scan options available in popular tools
	Quiz 4 – 10 pts
Lab 1 – 5 pts
Lab 7 – 5 pts
	HW4
	See Units of Instruction file in Blackboard for your section’s due dates.

	Unit 5

	Enumeration
	Identify attack methods and information gathering in the target environment
	Quiz 5 – 10 pts
Lab 3 – 5 pts
Lab 13 – 5 pts
Lab 14 – 5 pts
	HW5
	See Units of Instruction file in Blackboard for your section’s due dates.

	Unit 6

	Wireless Security
	Identify different types of wireless security and bypass options. 
	Quiz 6 – 10 pts
Topic Research – 10 pts
	HW6
	See Units of Instruction file in Blackboard for your section’s due dates.

	Unit 7

	Social Engineering
	Describe social engineering methods and data collection options.
	Quiz 7 – 10 pts
Lab 2 – 5 pts
	HW7
	See Units of Instruction file in Blackboard for your section’s due dates.

	Unit 8

	Physical Security
	Assess physical security mechanisms present at data centers and highly secure environments.
	Quiz 8 – 10 pts

	HW8
Midterm Exam (Available on Blackboard) – 100 pts


	See Units of Instruction file in Blackboard for your section’s due dates.

	Unit 9
	Post Exploitation
	Describe the basics of how to pivot within an organization after a successful exploit execution.  
	Quiz 9 – 10 pts
Topic Research –10 pts
	HW9

	See Units of Instruction file in Blackboard for your section’s due dates.

	Unit 10
	Persistence and Evasion
	Describe methods to remain within an environment while avoiding detection.
	Quiz 10 – 10 pts

	HW10
	See Units of Instruction file in Blackboard for your section’s due dates.

	Unit 11
	Presenting Findings & Recommendations
	Collect and present findings to a diverse audience, including technical and management actors 
	Quiz 11 – 10 pts

	HW11
	See Units of Instruction file in Blackboard for your section’s due dates.

	Unit 12
	Advanced Web Testing
	Introduce the OWASP Top 10 and an overview of vulnerabilities  
	Quiz 12 – 10 pts

	HW12
	See Units of Instruction file in Blackboard for your section’s due dates.

	Unit 13
	Fuzzing & x86 Architecture
	Introduce the concept of fuzzing and details on the current x86 architecture.
	Quiz 13 – 10 pts
Lab 15 – 5 pts
	HW13
	See Units of Instruction file in Blackboard for your section’s due dates.

	Unit 14
	Pen Test Project
	Teams present their penetration testing projects to the class and instructor. 
	Team Presentation – 15 pts
	HW14
	See Units of Instruction file in Blackboard for your section’s due dates.

	Unit 15
	Pen Test Project
	Teams submit their final penetration testing project reports to the instructor.
	Team Project Report – 30 pts
	HW15
Final Exam (Available on Blackboard) – 100 pts
	See Units of Instruction file in Blackboard for your section’s due dates.
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