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COURSE NUMBER: CSCI 2781 COURSE TITLE: Computer Security Ethical and Legal Foundations

INSTRUCTOR: <Instructor Name>	CONTACT: <Instructor Contact>

CREDITS: 3	CLASS/CONTACT HOURS PER WEEK:	5	PREREQUISITES: None

DESCRIPTION OF COURSE 
CSCI 2781 introduces concepts of government in the American federal system, including branches of government, jurisdiction, and the interplay of federal and state law. Students will complete and analyze readings to gain an understanding of consequences relating to cybersecurity and its jurisprudence under the U.S. Constitution, federal, and state law. Students will engage in critical thinking and ethical reasoning relating to concepts such as free speech, search and seizure, self-incrimination, criminal liability, and individual rights relating to use of technology. 

COURSE STUDENT LEARNING OUTCOMES Upon successful completion of this course, the student should be able to:
· Understand how social conditions can lead to the development of new technologies and how the adoption of new technologies can lead to social change
· Understand how the introduction of information technology has raised new ethical issues
· Identify, explain, and apply the nine different theories of ethical decision making, weighing the pros and cons of each one
· Explain how communications over cellular networks and the Internet has raised important questions related to trust, quality of life, free speech, and whether new media are strengthening or weaking democracies
· Identify, explain, and apply the creation and exchange of intellectual property
· Understand what is privacy exactly and is there a natural right to privacy
· Understand vulnerabilities of networked computers and how they have led to inconvenienced consumers, lost income for businesses, destruction of property, and even death  

INSTITUTIONAL LEARNING GOALS  
Columbus State Community College's Institutional Learning Goals are an integral part of the curriculum and central to the mission of the college. The faculty at Columbus State has identified the following institutional learning goals:  

· Critical Thinking   
· Ethical Reasoning   
· Communication Competence  


PROGRAM OUTCOMES For this course, students are expected to demonstrate the skills associated with the Institutional Learning Goals (ILG) identified below:

· Critical Thinking
· Ethical Reasoning
· Communication Competence

In class students are assessed on their achievement of these outcomes. Names will not be used when reporting results. Outcomes-based assessment is used to improve instructional planning and design and the quality of student learning throughout the college.

COURSE MATERIALS REQUIRED
· Internet Access

TEXTBOOK(S), MANUALS, REFERENCES, AND OTHER READINGS
CSCI 2781 -  ISBN 9780137255528, is available digitally. https://console.pearsoned.com/enrollment/zeh4aw   
  GENERAL INSTRUCTIONAL METHODS 
· 	Lectures    
· Reading assignments
· Quizzes                                                        	 

STANDARDS AND METHODS FOR EVALUATION  
   
	Item  
	Number  
of Items   
	Total 
Points  
	Component of 
Final Grade (%)  

	Quizzes  
	14  
	140  
	30.00  

	Discussion Board
	4
	60
	10.00

	Mid-Term   
	1  
	150  
	20.00 

	Final Project  
	1  
	150  
	20.00 

	  
	Total  
	500 
	100  


  
GRADING SCALE  
	  Points 
	Percentage (%)  
	Grade1  

	405-450 
	90-100  
	A  

	360-404 
	80-89  
	B  

	315-359 
	70-79  
	C  

	270-314 
	60-69  
	D  

	0-269 
	0-59  
	E  


  
 1 The minimum grade to pass the course is C.  

SPECIAL COURSE REQUIREMENTS
Students are responsible for studying assigned chapters and videos prior to the class session. Class absenteeism can affect the progress and success in the course. Successful completion of all prerequisites to this course is expected.

ATTENDANCE POLICY

Students will attend all classes. If there is an issue, it is up to the student to contact the instructor before the class. Students will be in class on time.

COLLEGE SYLLABUS STATEMENTS
Columbus State Community College required College Syllabus Statements on College Policies and Student Support Services can be found at www.cscc.edu/syllabus or on the College website Quick Links “Syllabus Statements”.

WEATHER RELATED DEPARTMENT SPECIFIC POLICY 
Regardless of modality, in the event of severe weather or other emergencies that could force the college to close or to cancel classes, such information will be broadcast on radio stations and television stations.  Students who reside in areas that fall under a Level III emergency should not attempt to drive to the college even if the college remains open.

Assignments due on a day the college is closed will be due the next scheduled class period.  If an examination is scheduled for a day the campus is closed, the examination will be given on the next class day.  If a laboratory is scheduled on the day the campus is closed, it will be made up at the next scheduled laboratory class

Students who miss a class because of weather-related problems, but the class is held as scheduled, are responsible for reading and other assignments as indicated in the syllabus.  If a laboratory or examination is missed, contact the instructor as soon as possible to determine how to make up the missed exam or lab.  Remember!  It is the student’s responsibility to keep up with reading and other assignments when a scheduled class does not meet, whatever the reason.
UNITS OF INSTRUCTION 
	DATE  
	UNIT OF  
INSTRUCTION  
	LEARNING  
OBJECTIVES/GOALS  
	ASSESSMENT METHODS  
	READING ASSIGNMENTS  

	xx/xx/xx  

	Week 1: Course Introduction & Catalysts for Change

	· Overview of computing history and ethical implications of technological evolution.

·  Discussion: How innovation shapes ethical dilemmas.
	Syllabus Quiz  
Quiz 1   
  
  
  
  
  
  
  
  
	-Text: Chapter 1 (Pgs. 1 - 43)
  
· 9-48.000 - Computer Fraud and Abuse Act
 
· “Social Media and Youth Mental Health: The U.S. Surgeon General’s Advisory”



	XX/XX/XX 
	Week 2: Introduction to Ethics


	· Ethical theories:        -- Utilitarianism          -- Deontology
-- Virtue Ethics
-- Social Contract

· Case study analysis framework.
  
	Quiz 2
  
  
	-Text: Chapter 2 (Pgs. 46-103)  

-Nathan Colaner “Rationalization Analysis: Ethics & Artificial Intelligence: Case Analysis: Video





 
	XX/XX/XX
	Week 3: Networked Communications

  
  
  
	· Internet architecture, social media, and ethical communication.

Law Focus: 
· Section 230 of the Communications Decency Act (USA).  
	Quiz 3

Discussion Board 1  
	-Text: Chapter 3 (Pgs. 104-154)
  
 

	XX/XX/XX  
	Week 4: 
Free Speech, Censorship, and Global Perspectives  
  
  
  
  
  
  
	· Ethical limits of speech online.

· Law Focus: First Amendment (USA), EU Digital Services Act (DSA).
	Quiz 4
  

	-First Amendment Rights

-EU Digital Services Act

  
 


	XX/XX/XX  
	Week 5: Intellectual Property
	· Copyright, patents, and software licensing.

· Law Focus: DMCA (USA), TRIPS Agreement (WTO), Berne Convention.
	Quiz 5
  
  
  
	-Text: Chapter 4 (Pgs. 162-218)

-KIRO 7 News “Woman Says Her Amazon Device Recorded Private Conversation”

-  TRIPS Agreement


 

	XX/XX/XX
Week 6: Open Source and Creative Commons

  
  
  
  
 
· Ethics of sharing and collaboration. 

· Case Study: GPL vs. MIT License.  
  
  
  
  
  
  

	Quiz 6

Discussion Board 2
  
  
  
	-Text: Chapter 9 9.1 – 9.4 (Pgs. 412-427)


 

	XX/XX/XX  
  
  
  
  
	Week 7: Information Privacy


	· Data collection, surveillance capitalism, and consent.

· Law Focus: GDPR (EU), CCPA (California), HIPAA (USA).
	Quiz 7  
	-Text: Chapter 5 (Pgs. 226-263)

-General Data Protection Regulation (GDPR)


	XX/XX/XX
	Week 8: 
- Midterm Exam 

- Ethical Dilemma Workshop

	In-class Exam and group ethical scenario analysis.
	Midterm 
	 


	XX/XX/XX  
	Week 9: Privacy and the Government

	· Government surveillance and civil liberties.

· Law Focus: FISA, USA PATRIOT Act, ECPA (USA).
	Quiz 9

Discussion Board 3
  

	 -Text: Chapter 6 (Pgs. 268-309)

-US Patriot Act 

	XX/XX/XX   
	Week 10: Cybersecurity and Network Security
	· Threats, vulnerabilities, and ethical hacking.

· Law Focus: NIST Cybersecurity Framework.  
  
	Quiz 10
  

	- Text: Chapter 7 (Pgs. 314-347)

  -NIST Cyber Security Framework

	XX/XX/XX   
	Week 11: International Cybersecurity Law
	· Cross-border data flows and cybercrime treaties.
· Law Focus: Budapest Convention on Cybercrime, CLOUD Act (USA).
  
  
  
	Quiz 11
  
  
	-Cloud Act 




 
	XX/XX/XX  
  
  
  
  
  
  
  
  
	Week 12: Computer Reliability and Safety-Critical Systems
  
  
  
	· Software bugs, AI reliability, and ethical responsibility. 

· Case Study: Boeing 737 MAX, Therac-25
	Quiz 12

Discussion Board 4
  
  
  
  
	- Text: Chapter 8 (Pgs. 352-404)


  
  
  
  
  
  

	XX/XX/XX  

	Week 13: Professional Ethics
	-Understand general criminal laws and how they are analogous to cybercrimes  
  
	Quiz 13
  

	-Text: Chapter 9 9.5-9.7 (Pgs. 429-455)  
  

	XX/XX/XX  
  
  
  
  
  
  
  
  
  
  
  
  
  
	Week 14: Work, Wealth, and the Digital Divide  
  
  
  
  
  
  
  
	· Automation, AI, and global inequality.

· Discussion: Ethical design for inclusive technology.  
  
  
  
 
	Quiz 14
  

	- Text: Chapter 10 (Pgs. 456-504)

-Emma Goldberg “Training My Replacement’: Inside a Call Center Worker’s Battle with A.I.”



	04/28/25  6:00 P.M. 
	Week 15: Final Presentations & Course Wrap-Up

	· Student presentations on ethical case studies. 

· Reflection on ethical growth and future challenges.
	 
  Final Presentation
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