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Department: Information Systems Technology
COURSE: CSCI 2780, Computer Forensics and Investigations	
CREDITS:  3 hours	CLASS HOURS/WEEK: 3 hours lab / 2 hours lecture
PREREQUISITES: CSCI 2776

DESCRIPTION OF COURSE 
This course focuses on the use of the most popular forensics tools and provides specific guidance on dealing with civil and criminal matters relating to the law and technology. Includes discussions on how to manage a digital forensics operation in today’s business environment.

STUDENT LEARNING OUTCOMES
1. Understanding the Digital Forensics Profession and Investigations
2. The Investigator’s Office and Laboratory
3. Data Acquisition
4. Processing Crime and Incident Scenes
5. Working with Windows and CLI Systems
6. Current Digital Forensics Tools
7. Linux and Macintosh File Systems
8. Recovering Graphics Files
9. Digital Forensics Analysis and Validation
10. Virtual Machine Forensics, Live Acquisitions, and Network Forensics
11. Email and Social Media
12. Mobile Device Forensics
13. Cloud Forensics
14. Report Writing for High Tech Investigations
15. Expert Testimony in High Tech Investigations
16. Ethics for the Investigator and Expert Witness

PROGRAM GOALS


· 
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· Critical Thinking	
· Technological Competence
· Communication Competence
· Professional & Life Skills
· Time Management
· Accountability and Ethics


COURSE MATERIALS/EQUIPMENT REQUIRED
Required Digital Text: 
Bill Nelson, Amelia Phillips, Christopher Steuart, Guide to Computer Forensics and Investigations
Sixth Edition. Cengage Learning, 2018, ISBN-13: 978-1-337-56894-4.

You must purchase the registration card from the CSCC bookstore. This registration card gives 
you access to the digital textbook, other materials, and certain lab assignments. 

Required Technology Skills:
· You should be comfortable using a mouse, keyboard, and modern web browser to navigate and explore a web site.
· You should be able to check, write, and send email with attachments using Columbus State's Student Mail system (Office 365)
· You should be comfortable navigating a Blackboard course, including reviewing content and submitting assignments.
· You should be comfortable with participating in a discussion board from a student perspective (see: Student Blackboard Orientation for a refresher).
· You should be comfortable with computer file types, altering file extensions, as well as understand directories within an operating system.

GENERAL INSTRUCTIONAL METHODS

· Labs
· Lecture
· Classroom Discussions
· Demonstrations	
· Projects                 
· Hands-on Activities
· Quizzes


ASSESSMENT
Columbus State Community College is committed to assessment (measurement) of student achievement of academic outcomes.  This process addresses the issues of what you need to learn in your program of study and if you are learning what you need to learn.  The assessment program at Columbus State has four specific and interrelated purposes: 
1. To improve student academic achievements; 
2. To improve teaching strategies; 
3. To document successes and identify opportunities for program improvement; 
4. To provide evidence for institutional effectiveness.  
In class you are assessed and graded on your achievement of the outcomes for this course.  You may also be required to participate in broader assessment activities.

STANDARDS AND METHODS FOR EVALUATION
Quizzes— Within the Quiz, you are given a new random set of questions pertaining to the material in the lesson. You will only have one attempt to complete the quiz and it is timed - so while I cannot stop you from using your readings, the time limit will reward those who have truly read the lesson and completed the exercises. Check the course calendar for quiz due dates.  No late quizzes are accepted.

Please note: you may come across some fill-in-the-blank questions in the Quiz. Blackboard may mark your answers as wrong depending on which words you use, how you spell them, and whether you capitalize them or not. Never fear. I manually review each fill-in-the-blank question and give credit where credit is due. If you have any questions about any question was graded, please let me know!

Assignments [Labs and Homework] — Labs are expected to be completed in a timely manner and students are expected to work on these assignments outside of the regularly scheduled class hours.

· All written assignments are to be prepared using Microsoft Office Version 2016 or higher, in double-space format, 12 pt. type (preferably Times Roman), and should include a title page and where instructed, provide a citation/reference list.  Students are expected to do their own work and complete the written assignments on or before the due dates.  The words or ideas of others may be used, where appropriate, but they must be properly given credit and cited according to accepted MLA or APA standards for professional publication.  Failure to follow this will result in the reduction of points or no credit on the submitted work.
· Quizzes are available in Cengage/Mindtap and will be a combination of true/false, and multiple choice questions. 
· Labs are available in Cengage/Mindtap and the Netlab virtual lab environment.
· If you do not completely submit the assignment in Blackboard, i.e. neglect to click the submit button, you will not receive credit.
· Assignments will not be accepted via e-mail.  They must be submitted in the manner requested to receive credit.  No late assignments will be accepted, unless arrangements have been made with the instructor, prior to that class / lesson. 
· An important part of the course is learning about file and directory structure.  Be sure to have the correct location of the file(s) being submitted BEFORE you attempt the submission.  
· The assignments only accept one submission per assignment.  Therefore, it is very important that you are submitting your file(s) to the correct assignment link in blackboard.  Also make sure the file is legible and in the requested format.  
· Assignments uploaded in the incorrect format will not be accepted.
· There are no make-up Labs, Projects, Quizzes or Assignments for this class.  

Attendance Policy: — Attendance is required in this course and will be factored into final grade. Attendance is measured by the class participation within discussion board and Unit assignments due each week, as well as the participation in the group activities and unit challenges. It is expected that these assignments be completed in the time frame provided. Students are not allowed to work on previous week assignments after the due date.


Late Work Policy: — Once a due date has past, students may not go back and complete unfinished work (even if it is 1 minute past the deadline). Late assessments and activities will not be accepted for a grade.

GRADING SCALE: — [refer to Blackboard Gradebook total Point Value data]
		Note:  Refer to Blackboard for the latest information on points

	Evaluation:
	Grading Scale

	Labs x 14 (50 points each)
	= 700 pts / 35%
	100-90
	= A

	Quizzes x 16 (25 points each)
	= 400 pts / 20%
	80-89
	= B

	Midterm Exam
	= 300 pts / 15%
	70-79
	= C

	Final Examination
	= 500 pts / 25%
	65-69
	= D

	Final Project
	= 100 pts / 5%
	0-64
	= F

	Total (2000 points)
	= 100%
	 
	 



Communication Policy:
Contacting Me: you may contact me through email.

I pledge to try to:
· Access the Blackboard course at least three times per week to check on progress and provide guidance
· Respond to email and postings within 2 business days
· Post grades within 4 business days of their due date, unless advanced notice is provided

You should:
· Check your email daily
· Submit all assignments and projects on time
· Use full and complete sentences when sending email or contributing to the discussion boards (no textspeak!)
· Contact your instructor immediately if you have any concerns or problems

Technology Disruption Policy: — Technology isn't perfect: hardware fails, servers go down, internet access is lost, software crashes. Inevitably everyone experiences some sort of technology failure. These are not considered emergencies. Technology issues are not a normal excuse for late work.  Here are ways you can protect yourself from technology failures:
· Plan ahead - avoid waiting to the last minute
· Frequently save your work and regularly back up your files
· Work with different versions (sketch, draft, final)
· Practice "safe" computing (keep virus software up-to-day, work on a secure network)

If you do experience a technology failure and need help, you can contact the IT Support Center.

AMERICANS WITH DISABILITIES ACT (ADA) POLICY 
It is Columbus State policy to provide reasonable accommodations to students with documented disabilities.  If you would like to request such accommodations because of physical, mental or learning disability, please contact the Department of Disability Services, 101 Eibling Hall, 614.287.2570 (V/TTY).  Delaware Campus students may also contact an advisor in the Student Services Center, first floor Moeller Hall, 740.203.8000.  Ask for Delaware Campus advising, or www.cscc.edu/delaware, for assistance. 

FINANCIAL AID ATTENDANCE REPORTING: — Columbus State is required by federal law to verify the enrollment of students who participate in Federal Title IV student aid programs and/or who receive educational benefits through the Department of Veterans Affairs. It is the responsibility of the College to identify students who do not commence attendance or who stop attendance in any course for which they are registered and paid. Non-attendance is reported quarterly by each instructor, and results in a student being administratively withdrawn from the class section. Please contact the Financial Aid Office.

TITLE IX STATEMENT: — Columbus State Community College is committed to creating a learning and working environment that is free of bias, discrimination, and harassment by providing open communication and mutual respect. If you have encountered sexual harassment, sexual misconduct, sexual assault, or discrimination based on race, color, religion, age, national origin, ancestry, sex, sexual orientation, gender identity and expression, genetic information (GINA), military status or disability, please contact one of the following people:
 
	Renee Fambro    
Director of Equity & Compliance
Human Resources
Rhodes Hall 115
rfambro@cscc.edu
614.287.5519
	Danette Vance
Title IX  Deputy Coordinator
Human Resources
Rhodes Hall 115
dvance1@cscc.edu
614.287.2433
 
	Joan Cook
Title IX Deputy
Coordinator
Human Resources
Rhodes Hall 115
Jcook60@cscc.edu
614.287.2636


For additional information about your options at Columbus State Community College or to file a complaint online, please visit our webpage at: http://www.cscc.edu/services/title-ix/

STUDENT RESPONSIBILITIES
General
· Read and understand this syllabus. Special circumstances may require that this Syllabus be changed. If this happens, you will be notified through an Announcement and/or email and the changes will become a part of the Syllabus.
· Log in regularly and participate in the activities. Success in this course requires that everyone participates to not only learn the material but share your experience and ideas with everyone in the class.
· Complete the work on time. Late assessments and activities will NOT be accepted.

Respect for Others: — Please use common courtesy in class. This means avoiding use of inappropriate language and not expressing hostility toward others. Violation of this policy may mean removal from the course in accordance with the Academic Conduct Policy 7-11 and the Student Code of Conduct Policy No 7-12.

E-Mail: — All students are given a CSCC student e-mail account.   Time sensitive communication and information about the class will be sent out by the Instructor via email to the student’s CSCC account, as necessary.  Use your CSCC student account when communicating with the Instructor and include the course name in the subject line.  

This is formal communication between yourself and your Instructor and is considered formal business communication.  E-mails will contain proper grammar, punctuation, salutation, and a subject line.   E-Mails received from non-CSCC accounts without a subject line referencing the class section; using improper grammar and punctuation; textspeak; or a salutation, will not be responded too.  

Inappropriate Use of Electronic Devices: — Please be mindful of other’s rights to hear and learn in the classroom.  Keeping that in mind, please do not use cell phones, beepers, music players or games during class time.   If you have an emergency and must take calls during class, please be respectful and step outside to handle those situations.   Please remember turn off the ringer and all music when entering the classroom.  Texting is not allowed in the classroom during class time.

ACADEMIC MISCONDUCT and THE USE OF AI:
Assessments (quizzes, exams, and assignments) are intended to measure the student’s understanding of the subject matter. Quizzes and exams must be completed solely by the student enrolled in the course without the assistance of others.  

Unless an assignment is explicitly designated as a team / group project it is expected that the assignment will be completed by the enrolled student and represent the work of that student alone. For lab assignments students may seek the assistance of their instructor or one of Columbus State Community College’s tutors.  
 
Some student work may be submitted to AI or plagiarism detection tools in order to ensure that the student work product is human created.  The submission of AI generated work (unless explicitly authorized by the instructor) constitutes a violation of CSCC's academic integrity policies. 
 
Plagiarizing the work of others (i.e., turning in another student’s lab as your own, using solutions from commercial "tutoring" sites, or use of AI tools) is prohibited and considered academic misconduct.  
 
AI tools such as ChatGPT will help shape the future of work, research and technology — but when used in the wrong way, they can stand in conflict with academic integrity at Columbus State Community College. 
 
To maintain a culture of integrity and respect, these generative AI tools should not be used in the completion of course assignments unless an instructor for a given course specifically authorizes their use. Some instructors may approve of using generative AI tools in the academic setting for specific goals. However, these tools should be used only with the explicit and clear permission of each individual instructor, and then only in the ways allowed by the instructor. 
 
Columbus State Community College and its employees hold copyright in the exams, lectures, and other course materials. This copyright encompasses student notes and other summaries or reproductions of the College’s course materials. These materials are made available to students for their personal use only and may not be distributed for commercial purposes without the College’s express written consent. Uploading such material to commercial "tutoring" sites is strictly prohibited. Violation of the College’s copyright is prohibited and considered academic misconduct. 
 
Incidents of academic misconduct including cheating, plagiarism, or copyright violations will be treated seriously and in accordance with college policy. The Office of Student Conduct is responsible for investigating instances of academic misconduct. Penalties for incidents reported to the office range up to and including dismissal from the college. 

Lab PC Use during Classroom Time
The PC Monitors will be turned off at the start of class and during lectures unless otherwise directed.   The PC’s will only be used for labs and other course related assignments.  In class labs will be completed on the lab PC’s or Pi’s.  

Columbus State Community College required College Syllabus Statements on College Policies and Student Support Services can be found at www.cscc.edu/syllabus or on the College website Quick Links “Syllabus Statements”.
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	Week
	 
	Unit of Instruction
	 
	Assignments
	 
	Due Dates, midnight Sunday night
** except FINAL EXAM
	 

	 
	 
	 
	 
	 
	 
	 
	 

	Week 1
	 
	Understanding the Digital Forensics Profession and Investigations, and Incident Response
	 
	Reading - Module 1
Lab 1-1
Quiz 1
	 
	
Lab 1-1 due Sunday
Quiz 1 due Sunday
	 

	
	 
	The Investigator’s Office, Lab and Incident Response Kit
	 
	Reading - Module 2
Quiz 2
	 
	
Quiz 2 due Sunday
	 

	 
	 
	 
	 
	 
	 
	 
	 

	Week 2
	 
	Data Acquisition
	 
	Reading - Module 3
NISGTC Lab 8: Introduction to PTK Forensics Basic Edition
Quiz 3
	 
	
NISGTC Lab 8 due Sunday
Quiz 3 due Sunday
	 

	 
	 
	 
	 
	 
	 
	 
	 

	Week 3
	 
	Processing Crime and Incident Scenes
	 
	Reading - Module 4
Lab 4-1
Quiz 4
	 
	
Lab 4-1 due Sunday
Quiz 4 due Sunday
	 

	 
	 
	 
	 
	 
	 
	 
	 

	Week 4
	 
	Working with Windows and CLI Systems
	 
	Reading - Module 5
NISGTC Lab 13: User Profiles and the Windows Registry
Quiz 5
	 
	
NISGTC Lab 13 due Sunday
Quiz 5 due Sunday
	 

	 
	 
	 
	 
	 
	 
	 
	 

	Week 5
	 
	Current Digital Forensics Tools
	 
	Reading - Module 6
NDG Lab 12: Introduction to Digital Forensics Framework
Quiz 6
	 
	
NDG Lab 12 due Sunday
Quiz 6 due Sunday
	 

	 
	 
	 
	 
	 
	 
	 
	 

	Week 6
	 
	Linux and Macintosh File Systems
	 
	Reading - Module 7
NDG Lab 06: Linux OS Artifact Forensics
Quiz 7
	 
	
NDG Lab 6 due Sunday
Quiz 7 due Sunday
	 

	 
	 
	 
	 
	 
	 
	 
	 

	Week 7
	 
	Recovering Graphics Files
	 
	Reading - Module 8
NISGTC Lab 6: Introduction to Single Purpose Forensic Tools
NDG Lab 15: Steganography
Quiz 8
Mid-Term Review
	 
	
NISGTC Lab 6 due Sunday
NDG Lab 15 due Sunday
Quiz 8 due Sunday
	 

	Week 8
	 
	 
	 
	 
	 
	 
	 

	Week 8
	 
	Virtual Machine Forensics, Live Acquisitions, and Network Forensics
	 
	Reading - Module 10
Lab 10-1
Quiz 10
	 
	
Lab 10-1 due Sunday
Quiz 10 due Sunday
	 

	
	 
	
	 
	Mid-Term, covers Modules 1-7
	 
	Mid-Term due Sunday
	 

	 
	 
	 
	 
	 
	 
	 
	 

	Week 9
	 
	Digital Forensics Analysis and Validation
	 
	Reading - Module 9
NDG Lab 18: Recovering Passwords
Quiz 9
	 
	
NDG Lab 18 due Sunday
Quiz 9 due Sunday
	 

	 
	 
	 
	 
	 
	 
	 
	 

	Week 10
	 
	Email and Social Media
	 
	Reading - Module 11
NDG Lab 14: Email Forensics
NISGTC Lab 11: Browser Forensics
Quiz 11
	 
	
NDG Lab 14 due Sunday
NISGTC Lab 11 due Sunday
Quiz 11 due Sunday
	 

	 
	 
	 
	 
	 
	 
	 
	 

	Week 11
	 
	Mobile Device Forensics
	 
	Reading - Module 12
Quiz 12
	 
	
Quiz 12 due Sunday
	 

	 
	 
	 
	 
	 
	 
	 
	 

	Week 12
	 
	Cloud Forensics
	 
	Reading - Module 13
Lab 13-1
Quiz 13
	 
	
Lab 13-1 due Sunday
Quiz 13 due Sunday
	 

	
	 
	Report Writing for High Tech Investigations
	 
	Reading - Module 14
Quiz 14
	 
	
Quiz 14 due Sunday
	 

	 
	 
	 
	 
	 
	 
	 
	 

	Week 13
	 
	Expert Testimony in High Tech Investigations
Ethics for the Investigator and Expert Witness
	 
	Reading - Module 15 & 16
Lab 16-1
Quiz 15 & 16
	 
	
Lab 16-1 due Sunday
Quiz 15 & 16 due Sunday
	 

	 
	 
	 
	 
	 
	 
	 
	 

	Week 14 +
Week 15
	 
	Project (combining multiple lab skills from the course)
	 
	Final Project
	 
	Final Project due Sunday
	 

	 
	 
	 
	 
	 
	 
	 
	 

	Week 15
	 
	Final Exam
	 
	Final Exam is Comprehensive
	 
	Final Exam due Tuesday
	 

	 
	 
	 
	 
	 
	 
	 
	 

	*Note that the Instructor reserves the right to change the syllabus at anytime during the semester.
Subject to Change - refer to Blackboard and In Class Announcements
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