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COURSE NUMBER: CSCI 2778 COURSE TITLE: Wireless, Voice, & Mobile Comm.

INSTRUCTOR: <Instructor Name>	CONTACT: <Instructor Contact>

CREDITS: 3	CLASS/CONTACT HOURS PER WEEK:	5	PREREQUISITES: CSCI-2770 and  MATH-1151  

DESCRIPTION OF COURSE CSCI 2778 is designed to provide students and network administrators with an in-depth knowledge of the risk of threats to security and the need to secure wireless, voice over IP (VoIP),   and mobile communication networks. Students will learn to configure and install wireless networks, design mixed networks to carry voice, video, and data traffic and define policies to secure mobile networks.Students will learn and apply the concepts of IEEE 802.11, Wi-Fi, Bluetooth, WiMax technologies, encryption techniques, site surveys, securing wireless, VoIP, and mobile networks, troubleshooting, monitoring, and managing these networks, while preparing the students for an industry certification.

COURSE STUDENT LEARNING OUTCOMES Upon successful completion of this course, the student should be able to:
Upon successful completion of this course, the student should be able to:
· Utilize software such as ns-2 to model and analyze network traffic under various scenarios.
· Explain technical specifications for Bluetooth communications and how to setup a Bluetooth network
· Describe characteristics of MANETs and VANETs. Explain routing, table-driven routing protocols, on-demand routing and hybrid protocols. 
· Outline of OSI model. Describe TCP/IP protocol stack implementation. Describe cellular system infrastructure. Describe registration, handoff, roaming, multicasting.  Explain encryption, authentication and firewalls. 
· Define WLANs and describe 802.11 protocols. Describe WMANs using WiMAX and Mesh networks.  Describe WPANs and 802.15 protocols including Bluetooth. Describe ZigBee and application. Describe and explain issues with security. Explain and apply encryption techniques, authentication, firewalls, and system security.
· Define fixed wired sensor networks. Describe random and regular sensor deployment. Explain sensor network classifications. Discuss sensor network design issues: databases, PEGASIS, multi-path routing, the Energy Hole Problem and operating system. Describe symmetric-key based encryption and explain IDS.
· Identify Radio Frequency bands. Define: reflection, diffraction and scattering. Calculate path loss in urban, suburban and open areas. Calculate Doppler shift. Define: delay spread, coherence bandwidth and interference. Explain linear block codes, cyclic codes, CRC, convolution codes, interleaving, turbo codes and ARQ techniques.
· Describe FDMA, TDMA, CDMA, OFDM and SDMA. Explain how traffic channels can be allocated in FDMA and TDMA-based cellular systems.
· Describe cell parameters: area, load, frequency reuse, cell splitting and cell sectoring. Differentiate contention-based and conflict free multiple-access protocols. Describe ALOHA, CSMA, CSMA/CA and CSMA/CD.
· Write a research paper on recent advances in the field: Femtocell, UWB, PTT, RFID, CR, Multimedia, Heterogenous Wireless Networks, Mobility and Resource Management, Multicast, Smart Antennas, WiMAX, Low-Power Design, XML and DDoS.
OUTCOMES BASED ASSESSMENT OF STUDENT LEARNING (Include only those ILGs covered in this course)

For this course, students are expected to demonstrate the skills associated with the Institutional Learning Goals (ILG) identified below:
· Critical Thinking 
· Technological Competence
· Communication Competence
· Professional & Life Skills

In class students are assessed on their achievement of these outcomes. Names will not be used when reporting results. Outcomes-based assessment is used to improve instructional planning and design and the quality of student learning throughout the college.

COURSE MATERIALS REQUIRED
Access to a laptop computer with Internet access

TEXTBOOK(S), MANUALS, REFERENCES, AND OTHER READINGS
Introduction to Wireless & Mobile Systems, 4th Edition, Dharma Prakash Agrawal and Qing-An Zeng, Cengage Learning 2016


GENERAL INSTRUCTIONAL METHODS
Lectures
Labs and Homework Assignments
Class exercise demonstrations


STANDARDS AND METHODS FOR EVALUATION

	Item
	Points

	Quizzes
	  40

	Discussion Board Assignments
	  30

	Midterm Exam
	150

	Final Examination
	200

	Homework Assignments  
	20

	Lab Assignments  
	20

	Research Term Paper & Presentation
	40

	Total Points
	500




GRADING SCALE

	Points
	Percentage
	Grade

	450 – 500 points
	90 - 100%
	A

	400 – 449 points
	  80 - 89%
	B

	350 – 399 points
	  70 – 79%
	C

	300 – 349 points
	  60 – 69%
	D

	000 – 299 points
	    0 – 59%
	E




SPECIAL COURSE REQUIREMENTS
Students are responsible for studying assigned chapters and videos prior to the class session. Successful completion of all prerequisites to this course is expected.

ATTENDANCE POLICY

Frequent attendance is a must for a successful student.  Students are expected to attend and prepare for each class by reading and studying the course assignments in advance of scheduled classes.  

COLLEGE SYLLABUS STATEMENTS
Columbus State Community College required College Syllabus Statements on College Policies and Student Support Services can be found at www.cscc.edu/syllabus or on the College website Quick Links “Syllabus Statements”.

WEATHER RELATED DEPARTMENT SPECIFIC POLICY 
Regardless of modality, in the event of severe weather or other emergencies that could force the college to close or to cancel classes, such information will be broadcast on radio stations and television stations.  Students who reside in areas that fall under a Level III emergency should not attempt to drive to the college even if the college remains open.

Assignments due on a day the college is closed will be due the next scheduled class period.  If an examination is scheduled for a day the campus is closed, the examination will be given on the next class day.  If a laboratory is scheduled on the day the campus is closed, it will be made up at the next scheduled laboratory class


Students who miss a class because of weather-related problems, but the class is held as scheduled, are responsible for reading and other assignments as indicated in the syllabus.  If a laboratory or examination is missed, contact the instructor as soon as possible to determine how to make up the missed exam or lab.  Remember!  It is the student’s responsibility to keep up with reading and other assignments when a scheduled class does not meet, whatever the reason.

UNITS OF INSTRUCTION 

	WEEK
	UNIT OF INSTRUCTION
	LEARNING OBJECTIVES/GOALS
	ASSESSMENT METHODS
	ASSIGNMENTS
	ASSIGNMENT
DUE DATE

	1

	Introduction
Probability, Statistics and Traffic Theories
	Introduce Cellular system basic characteristics, fundamentals and infrastructure. 
Define Network Protocols, Ad Hoc and Sensor Networks 
Review probability theory used in analyzing wireless network traffic. 
	Lecture
Homework #1
	Chapters 1-2
 Course Introduction

	   
End Week1

	2

	Mobile Radio Propagation
Channel Coding and Error Control
	Identify Radio Frequency bands.
Define: reflection, diffraction and scattering.
Calculate path loss in urban, suburban and open areas.
Calculate Doppler shift.
Define: delay spread, coherence bandwidth and interference.
Explain linear block codes, cyclic codes, CRC, convolution codes, interleaving, turbo codes and ARQ techniques.
	Lecture
	Chapters 3-4
   
	 End Week 2

	3

	Cellular Concept
Multiple Radio Access
	Describe cell parameters: area, load, frequency reuse, cell splitting and cell sectoring. 
Differentiate contention-based and conflict free multiple-access protocols.
Describe ALOHA, CSMA, CSMA/CA and CSMA/CD.
	Lecture
	Chapters 5-6

Homework #1 (HW1)    

Discussion Board #1 (DB1)  
	 End Week 3




 

	4

	Multiple Division Techniques
Traffic Channel Allocation
	Describe FDMA, TDMA, CDMA, OFDM and SDMA.
Explain how traffic channels can be allocated in FDMA and TDMA-based cellular systems.
	Quiz #1


	Chapters 7-8

Homework #1 (HW1)    

Lab #1  

	End Week 4





	5

	Network Protocols
Mobile Communication Systems
	Overview of OSI model.
Describe TCP/IP protocol stack implementation.
Describe cellular system infrastructure.
Describe registration, handoff, roaming, multicasting. 
Explain encryption, authentication and firewalls. 
	Homework #2
 

	Chapter 9

Homework#2 (HW2)
 

Quiz 1    

	End Week 5

   


  

	6

	Existing Wireless Systems

	Describe the operation of the AMPS, IS-41, GSM
	
Lecture

	Chapter 10
	End Week 6

	7

	Existing Wireless Systems
Satellite Systems
	Describe PCS, IS-95, IMT-2000
Describe satellite system infrastructure, call setup and GPS.
	
Lecture 

HW1
Lab #2

	Chapter 11
Chapter 12
 
HW1 due

Lab 2 Available

Midterm Exam 
Covers Chapters 1 thru 
	End Week 7 







  
 

	8

	Ad Hoc Networks
	Describe characteristics of MANETs.
Explain routing, table-driven routing protocols, on-demand routing and hybrid protocols. 
	
Lecture
HW2
	Chapter 13

HW2  

	End Week 8

 

	9

	Ad Hoc Networks Continued
	Describe Vehicle Area network VANETs.
State security issues in MANETs
Discuss network simulators: ns-2 and others.
	
	Chapter 13

Lab 2  


 
	 End Week 9
 

	10

	Sensor Networks
	Define fixed wired sensor networks.
Describe random and regular sensor deployment.
Explain sensor network classifications.
	
Lecture

Lab 2

Lab 3



Group Project Assignment


Homework  #3

	Chapter 14


Lab 2  

Lab 3  



Group Project Assignment


Homework #3  
	 End Week 10
 
 


 

	11

	Sensor Networks Continued
	Discuss sensor network design issues: databases, PEGASIS, multi-path routing, the Energy Hole Problem and operating system.
Describe symmetric-key based encryption and explain IDS.
	Lecture


Term Research Paper



Quiz 2 

	Chapter 14

 Term Research Paper



Quiz 2 
	End Week 11
    






Quiz 2


	12

	Wireless LANs, MANs, PANs
	Define WLANs and describe 802.11 protocols.
Describe WMANs using WiMAX and Mesh networks. 
	Lecture
 

	Chapter 15

 HW3 
	End Week 12

HW3 



	13

	Wireless LANs, MANs PANs and Security Continued
	Describe WPANs and 802.15 protocols including Bluetooth.
Describe ZigBee and application.
Describe and explain issues with security.
Explain and apply encryption techniques, authentication, firewalls, and system security.
	
	Chapter 15  Continued
 
Lab 3  
	End Week 13


Lab 3   

	14

	Recent Advances
	Discuss and research recent advances in Femtocell, UWB, PTT and RFID.
	Lecture 

	Chapter 16

	End Week 14

	15

	Recent Advances
	Term Research Paper & 
Presentation
	Term Research Paper & 
Presentation  
	 Term Research Paper & Presentation  

	 End Week 15

Term Research Paper & Presentation  

	16

	Finals Week
	Covers materials from Weeks 1-15
	Final Exam

	Final Exam 

Student  Project Presentation 

 
	Final Exam  

Student Project Presentation
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