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COURSE NUMBER: CSCI 2776 COURSE TITLE: Network Security Fundamentals

INSTRUCTOR: <Instructor Name>	CONTACT: <Instructor Contact>

CREDITS: 3	CLASS/CONTACT HOURS PER WEEK:	5	PREREQUISITES: CSCI 2752 or ITST 1123

DESCRIPTION OF COURSE 
CSCI 2776 is designed to introduce information security theory and practice in areas of cryptography, security architecture, firewalls, VPNs, IP Security and governance. Intranet / Internet security vulnerabilities and methods of protection will be introduced. Students will apply and demonstrate hands-on knowledge of common attacks and threat vectors, cryptography, detective controls and appropriate countermeasures. 
COURSE STUDENT LEARNING OUTCOMES Upon successful completion of this course, the student should be able to:

· Define information security and explain its principles
· Identity threat actors, their motivations, how attacks occur and the impact of attacks
· Define social engineering and list types of attacks and types of physical defenses
· Describe controls for protecting data
· Define cryptography and describe hash, symmetric, and asymmetric cryptographic algorithms.
· List ways in which cryptography is used and explain different cryptographic limitations and attacks
· Define digital certificates and describe the components of Public Key Infrastructure (PKI)
· List the secure communication and transport protocols and explain how to implement cryptography
· Identify types of attacks using malware and describe attacks based on application vulnerabilities
· Explain the steps of securing endpoint devices
· List and compare the different types of mobile devices/risks and explain how to secure mobile devices
· Describe vulnerabilities/security of embedded/specialized devices and potential protections
· Explain how application security can provide protections
· Describe different types of authentication credentials and list authentication best practices
· Define access controls and explain how they can be used.
· Describe different types of attacks on networks and how to perform security monitoring and alerting
· List and describe different email defenses

TOPIC COVERAGE FOR CYBERSECURITY INCLUDES:  
· Introduction to Information Security 
· Pervasive Attack Surfaces and Controls 
· Fundamentals of Cryptography 
· Advanced Cryptography and PKI
· Endpoint Vulnerabilities, Attacks, and Defenses 
· Mobile and Embedded Device Security 
· Identity and Access Management (IAM)
· Infrastructure Threats and Security Monitoring 
· Infrastructure Security
· Wireless Network Attacks and Defenses
· Cloud and Virtualization Security
· Vulnerability Management
· Incident Preparation and Investigation
· Oversight and Operations
· Information Security Management

PROGRAM OUTCOMES For this course, students are expected to demonstrate the skills associated with the Institutional Learning Goals (ILG) identified below:
· Critical Thinking
· Quantitative Literacy
· Scientific and Technological Effectiveness
· Information Literacy

OUTCOMES BASED ASSESSMENT OF STUDENT LEARNING For this course, students are expected to demonstrate the skills associated with the Institutional Learning Goals (ILG) identified below:
· Critical Thinking
· Quantitative Literacy
· Scientific and Technological Effectiveness
· Information Literacy

In class students are assessed on their achievement of these outcomes. Names will not be used when reporting results. Outcomes-based assessment is used to improve instructional planning and design and the quality of student learning throughout the college.

COURSE MATERIALS REQUIRED
Regular access to a PC or laptop and adequate bandwidth for the Internet...note requirements for Blackboard access - https://www.cscc.edu/academics/online-learning/technical-requirements.shtml

TEXTBOOK(S), MANUALS, REFERENCES, AND OTHER READINGS
Textbook: Ciampa, M. (2024). CompTIA Security+ Guide to Network Security Fundamentals (8th ed.). Cengage Learning US. https://bookshelf.vitalsource.com/books/9798214000749
 Supplemental material will be provided throughout the course.  SY0-701 Certificate Preparation.

GENERAL INSTRUCTIONAL METHODS 
	                Lecture                                               Practice Labs
             Classroom Discussion                       Wiki 	                  
             Demonstrations 	 


STANDARDS AND METHODS FOR EVALUATION

	Major Categories
	Point Value - Total

	Quizzes                  (15 X 15 Pts)
	225 Points

	Labs                        (48 X 15 Pts) 
	720 Points

	Mid-Term              (1 X 105 Pts)
	105 Points

	[bookmark: _Hlk61512083]SolarWinds Wiki   (1 X 50 Pts)
	50 Points

	Final                        (1 X 120 Pts)
	120 Points

	TOTAL:
	1220 Points

	
	



GRADING SCALE

	90-100%
	1,098+ pts
	A

	80-90%
	976 – 1,098 pts
	B

	70-80%
	854 – 976 pts
	C

	60-70%
	732 – 854 pts
	D

	0-60%
	0 – 732 pts
	E




SPECIAL COURSE REQUIREMENTS
Students are responsible for studying assigned chapters and videos prior to the class session. Class absenteeism can affect the progress and success in the course. Successful completion of all prerequisites to this course is expected.

ATTENDANCE POLICY

Students will attend all classes. If there is an issue, it is up to the student to contact the instructor before the class. Students will be in class on time.

COLLEGE SYLLABUS STATEMENTS
Columbus State Community College required College Syllabus Statements on College Policies and Student Support Services can be found at www.cscc.edu/syllabus or on the College website Quick Links “Syllabus Statements”.

WEATHER RELATED DEPARTMENT SPECIFIC POLICY 
Regardless of modality, in the event of severe weather or other emergencies that could force the college to close or to cancel classes, such information will be broadcast on radio stations and television stations.  Students who reside in areas that fall under a Level III emergency should not attempt to drive to the college even if the college remains open.

Assignments due on a day the college is closed will be due the next scheduled class period.  If an examination is scheduled for a day the campus is closed, the examination will be given on the next class day.  If a laboratory is scheduled on the day the campus is closed, it will be made up at the next scheduled laboratory class

Students who miss a class because of weather-related problems, but the class is held as scheduled, are responsible for reading and other assignments as indicated in the syllabus.  If a laboratory or examination is missed, contact the instructor as soon as possible to determine how to make up the missed exam or lab.  Remember!  It is the student’s responsibility to keep up with reading and other assignments when a scheduled class does not meet, whatever the reason.

UNITS OF INSTRUCTION 
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Module  Module of Instruction/Topics   Read Assessment   Assignments  Due Date 

Week 1  Introduction to Information Security:  Mod-1 Lecture  Lab Sim: 1.1, 1.2

06/01/25

25-May * What is Information Security Participation Live VM Lab: 1.1 

06/01/25

* Threat Actors and Their Motivations Labs/Discuss.MindTap Mod-1 Quiz  

06/01/25

* How Attacks Occur + Info Security Resources Quiz

Pervasive Attack Surfaces and Controls Mod-2 Lecture  Lab Sim: 2.1, 2.2  

06/01/25

* Social Engineering Attacks Participation MindTap Mod-2 Quiz  

06/01/25

* Physical Security Controls Labs/Discuss.

06/01/25

* Data Controls Quiz NSA+ Design Principles

N/A

Week 2 Fundamentals of Cryptography Mod-3 Lecture  Lab Sim: 3.1, 3.2  

06/08/25

1-Jun * Defining and Using Cryptography Participation Live VM Lab: 3.1

06/08/25

* 

Cryptographic Algorithms Labs/Discuss.MindTap: Mod-3 Quiz  

06/08/25

* Cryptographic Limitations and Attacks Quiz  NSA+ Design Principles

NA

Advanced Cryptography Mod-4 Lecture  Lab Sim: 4.1, 4.2    

06/08/25

* Digital Certificates - Publc Key Infrastructure PKI Participation Live VM Lab: 4.1

06/08/25

* Secure Communication and Transport Protocols Labs/Discuss.MindTap Mod- 4 Quiz  

06/08/25

* Implementing Cryptography Quiz

06/08/25

Week 3 Endpoint Vulnerabilities, Attacks, and DefensesMod-5 Lecture  MindTap Mod- 5 Quiz  

06/15/25

8-Jun * Malware Attacks Participation Lab Sim: 5.1, 5.2        

06/15/25

* Applocation Vulnerabilities and Attacks Labs/Discuss.

* Securing Endpoint Devices  Quiz

Mobile and Embedded Device Security Mod-6 Lecture  MindTap Mod- 6 Quiz  

06/15/25

* Securing Mobile Devices  Participation Lab Sim: 6.1, 6.2 

06/15/25

* Embedded Systems and Specialized Devices Labs/Discuss.

* Application Security Quiz

Week 4 Identity and Access Management (IAM) Mod-7 Lecture  MindTap Mod- 7 Quiz

06/22/25

15-Jun * Types of Auhtentication Credentials Participation Lab Sim: 7.1, 7.2         

06/22/25

* Authentication Best Practices Labs/Discuss.Live VMLab: 7.1

06/22/25

* Access Controls Quiz

26-Jun MIDTERM  Online Test 50 Questions 06/26/25

Module of Instruction/Topics   Read Assessment   Assignments 

Due Date 

Week 5 Infrastructure Threats and Security Monitoring Mod-8 Lecture  MindTap Mod- 8 Quiz  

06/29/25

22-Jun * Attacks on Networks Participation Lab Sim: 8.1, 8.2       

06/29/25

* Security Monitoring and Alerting Labs/Discuss.Live VM Lab: 8.1, 8.2, 8.3, 8.4

06/29/25

* Email Monitiring and Security  Quiz

Week 6 Infrastructure Security: Mod-9 Lecture  MindTap Mod- 9 Quiz  

07/06/25

29-Jun * Security Appliances - Security Technologies Participation Lab Sim: 9.1, 9.2          

07/06/25

* Software Security Protection Labs/Discuss.Live VM Lab: 9.1, 9.2, 9.3

07/06/25

* Access  Technologies Quiz

Week 7 Wireless Network Attacks and Surfaces: Mod-10 Lecture  MindTap Mod- 10 Quiz  

07/13/25

6-Jul * Wireless Attacks Participation Lab Sim: 10.1, 10.2          

07/13/25

* Vulnerabilities of WLAN Security Labs/Discuss.

07/13/25

* Wireless Security Solutions Quiz SolarWinds Attack Wiki

In Process

Cloud and Virtualization Security: Mod-11 Lecture MindTap Mod- 11 Quiz  

07/13/25

* Introdcution to Cloud Computing Participation Lab Sim: 11.1, 11.2         

07/13/25

* Cloud Computing Security Labs/Discuss.Live VM Lab: 11.1

07/13/25

* Virtualization Security Quiz SolarWinds Attack Wiki

In Process

Week 8 Vulnerability Management: Mod-12 Lecture  MindTap Mod- 12 Quiz  

07/20/25

13-Jul * Vulnerability Scanning Participation Lab Sim: 12.1, 12.2  

07/20/25

* Audits and Assessments Labs/Discuss.Live VM Lab: 12.1

07/20/25

Quiz SolarWinds Attack Wiki

In Process

Incident Preparation and Investigation: Mod-13 Lecture  MindTap Mod- 13 Quiz  

07/20/25

* Preparatory Plans Participation Lab Sim: 13.1, 13.2       

07/20/25

* Resilience Through Redundancy Labs/Discuss.Live VM Lab: 13.1,13.2,13.3

07/20/25

* Incident Investigation Quiz SolarWinds Attack Wiki

In Process

Week 9 Oversight and Operations: Mod-14 Lecture MindTap Mod- 14 Quiz

07/27/25

20-Jul * Administrationn Participation Lab Sim: 14.1, 14.2

07/27/25

* Security Operations Labs/Discuss.Live VM Lab: 14.1 

07/27/25

Quiz SolarWinds Attack Wiki Due

07/28/25

Week 10Information Security Management  Mod-15 Lecture  MindTap Mod- 15 Quiz

08/03/25

27-Jul * Asset Protection Participation Lab Sim: 15.1, 15.2            

08/03/25

* Risk Management Labs/Discuss.Live VMLab: 15.1

08/03/25

Quiz

5-Aug

FINAL EXAM

Exam 08/05/25


