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COURSE NUMBER: CSCI 2774 COURSE TITLE: Networking II

INSTRUCTOR: <name>	CONTACT: <email>

CREDITS: 3	CLASS/CONTACT HOURS PER WEEK:	5	PREREQUISITES: CSCI-2770

DESCRIPTION OF COURSE: CSCI 2774 is designed for students to learn advanced concepts of the Microsoft Windows Server environment to support small and enterprise-wide information management systems. Students will learn and apply management of data storage, design and develop a security needs analysis, and administer Windows security. Students will apply client/server technologies used in designing and implementing Web services such as network address translators, proxy servers, firewalls, and Internet Information Services. Students will complete a series of laboratory assignments using the Windows Server environment.

COURSE STUDENT LEARNING OUTCOMES
Upon successful completion of this course, the student should be able to:
· Describe the features and components of Windows Server 2022.
· Describe the role of Windows Server 2022 within an organizational IT environment.
· Identify the key features and editions of Windows Server 2022 and their common use cases.
· Explain the requirements for installing and configuring Windows Server 2022.
· Perform installation and initial configuration of Windows Server 2022 in a lab environment.
· Configure and manage system settings using tools such as Server Manager, Windows Admin Center, and PowerShell.
· Install, configure, and manage Active Directory and related account management service
· Configure secure access to resources including files, folders, quotas, and distributed file systems.
· Configure and manage network services including DNS, DHCP, and remote access technologies such as VPNs and Remote Desktop Services.
· Configure and secure web services, containers, and Windows Server 2022 deployment in a Cl Hyperscaler environment.
· Apply group policies, security configurations, and certificate services to protect a Windows Server 2022 network.
· Monitor system performance and troubleshoot common issues using built-in Windows Server tools.
· Design, implement, and document a real-world server deployment project within a Cloud Hyperscaler environment.
· Demonstrate the ability to integrate multiple technologies covered in the course.

PROGRAM OUTCOMES
For this course, students are expected to demonstrate the skills associated with the Institutional Learning Goals (ILG) identified below:
· Critical Thinking
· Communication Competence
· Technology Competence
· Professional and Life Skills


OUTCOMES BASED ASSESSMENT OF STUDENT LEARNING
For this course, students are expected to demonstrate the skills associated with the Institutional Learning Goals (ILG) identified below:
· Critical Thinking
· Communication Competence
· Technology Competence
· Professional and Life Skills

In class students are assessed on their achievement of these outcomes. Names will not be used when reporting results. Outcomes-based assessment is used to improve instructional planning and design and the quality of student learning throughout the college.


COURSE MATERIALS REQUIRED
Windows 11 or higher Operating System
Internet Access
Microsoft Office 2019 or Higher


TEXTBOOK(S), MANUALS, REFERENCES, AND OTHER READINGS
*** Requires MindTap Access 
Cengage Unlimited 




GENERAL INSTRUCTIONAL METHODS
Lectures
Written Assignments
Homework Assignments  
Discussions
Hands-On Labs 

STANDARDS AND METHODS FOR EVALUATION
	Item 
	Points 

	Research Project
	70

	Discussion Board  (5 points)
	30

	Course Project   
	  300 

	Case Study
	100 

	Total Points 
	500 



GRADING SCALE
	450 – 500 points 
	90 - 100% 
	A 

	400 – 449 points 
	80 - 89% 
	B 

	350 – 399 points 
	70 – 79% 
	C 

	300 – 349 points 
	60 – 69% 
	D 

	Below 300 points 
	0 – 59% 
	E 













SPECIAL COURSE REQUIREMENTS
Students are responsible for studying assigned chapters and videos prior to the class session. Successful completion of all prerequisites to this course is expected.

ATTENDANCE POLICY

Frequent attendance is a must for a successful student.  Students are expected to attend and prepare for each class by reading and studying the course assignments in advance of scheduled classes.  

COLLEGE SYLLABUS STATEMENTS
Columbus State Community College required College Syllabus Statements on College Policies and Student Support Services can be found at www.cscc.edu/syllabus or on the College website Quick Links “Syllabus Statements”.

WEATHER RELATED DEPARTMENT SPECIFIC POLICY 
Regardless of modality, in the event of severe weather or other emergencies that could force the college to close or to cancel classes, such information will be broadcast on radio stations and television stations.  Students who reside in areas that fall under a Level III emergency should not attempt to drive to the college even if the college remains open.

Assignments due on a day the college is closed will be due the next scheduled class period.  If an examination is scheduled for a day the campus is closed, the examination will be given on the next class day.  If a laboratory is scheduled on the day the campus is closed, it will be made up at the next scheduled laboratory class


Students who miss a class because of weather-related problems, but the class is held as scheduled, are responsible for reading and other assignments as indicated in the syllabus.  If a laboratory or examination is missed, contact the instructor as soon as possible to determine how to make up the missed exam or lab.  Remember!  It is the student’s responsibility to keep up with reading and other assignments when a scheduled class does not meet, whatever the reason.










UNITS OF INSTRUCTION 

	WEEK #
	UNIT OF INSTRUCTION
	LEARNING OBJECTIVES/GOALS
	ASSESSMENT METHODS
	ASSIGNMENTS
	 DUE DATE

	1

	Intro / Syllabus Review 
 
Introduction to Windows Server and Cloud Hyperscalers
	Understand course expectations, assessments, and project requirements.

Define the role of Windows Server in organizations and describe how Cloud Hyperscalers are used.

	Course Introduction

Lectures
Discussions

	Reading: Syllabus and Welcome 


	End Week 1

	2
 

	Getting Started with Windows Server 2022
	Explain system requirements and describe the installation of Windows Server 2022.
	Lectures
Discussions

Homework
Lab

	Reading: Chapter 1
Research Project Begins


	End Week 2



	3
 

	Configuring Windows Server 2022
	Configure system settings using Server Manager, Windows Admin Center, and PowerShell.
	Lectures
Discussions


Homework  
Lab
Discussion Board #1
Project Lab 

	Reading: Chapter 2
Discussion Board #1

	End Week 3


	4

 

	Implementing Hyper-V and Rapid Server Deployment

	Describe virtualization with Hyper-V and rapid server deployment techniques.
	Lectures
Discussions



	Reading: Chapter 3
	End Week 4


	WEEK #
	UNIT OF INSTRUCTION
	LEARNING OBJECTIVES/GOALS
	ASSESSMENT METHODS
	ASSIGNMENTS
	 DUE DATE

	5

	Introduction to Active Directory and Account Management
	Describe the configuration and management of Active Directory and users, groups, and organizational units.
	Lectures 
Discussions


Lab

	Reading: Chapter 4
Discussion Board #2
Research Project Due

	End Week 5



	6


 
	Configuring Resource Access
	Learn about file and folder permissions, shared resources, and implement distributed file systems.
	Lectures
Discussions

Lab

 
	Reading: Chapter 5
Class Project Begins
	End Week 6




	7
	Configuring Printing
	Learn about print servers in Windows Server 2022 and troubleshooting common print issues.
	Lectures
Discussions

Lab



	Reading: Chapter 6
Discussion Board #3
	End Week 7



	8
	Configuring and Managing Data Storage
	Explore creation and management of local volumes, quotas, and connections to networked storage solutions.
	Lectures
Discussions

Lab

	Reading: Chapter 7












	End Week 8




	WEEK #
	UNIT OF INSTRUCTION
	LEARNING OBJECTIVES/GOALS
	ASSESSMENT METHODS
	ASSIGNMENTS
	 DUE DATE

	9
 
	Configuring and Managing Network Services
	Describe DNS and DHCP services and how to troubleshoot common network issues.
	Lectures
Discussions


Lab

	Reading: Chapter 8
Discussion Board #4
	End Week 9

	10
	Configuring and Managing Remote Access Services
	Learn about implementation and management of VPNs, DirectAccess, and Remote Desktop Services.
	Lectures
Discussions

Lab  
	Reading: Chapter 9
	End Week 10

	11
	Configuring Web Services and Cloud Technologies
	Configure web services, containers, and deploy Windows Server 2022 in a Cloud Hyperscaler environment.
	Lectures
Discussions


Lab  

	Reading: Chapter 10
Discussion Board #5

	End Week 11

	12
	Managing and Securing Windows Networks
	Describe methods for applying Group Policy, certificates, and security configurations to protect a Windows network.
	Lectures
Discussions



Lab
	Reading: Chapter 11





	End Week 12

	WEEK #
	UNIT OF INSTRUCTION
	LEARNING OBJECTIVES/GOALS
	ASSESSMENT METHODS
	ASSIGNMENTS
	 DUE DATE

	13
	Monitoring and Troubleshooting Windows Server 2022
	Learn about monitoring performance, using troubleshooting tools to resolve common system problems.
	Lectures
Discussions

Lab

	Reading: Chapter 12
Discussion Board #6

 
	End Week 13

	14
	Configuring Network Services and Cloud Technologies 

	Integrate network services and deploy a Windows Server solution in a Cloud Hyperscaler environment.
	Lectures
Discussions


Lab

	Reading: Case Study
Case Study Project


	End Week 14

	15
 

	Course Review 
Project Presentations
	Review core concepts and present a real-world server deployment project in a Cloud Hyperscaler environment.

Apply knowledge through developing a project using a Cloud Hyperscaler environment.

	Lectures




Lab

Review

	Class Project Review

	End Week 15

	16
	Final Exam
	Final Exam
	Final Exam
	Final Exam and Presentations
	End Week 16
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