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COURSE NUMBER: CSCI 2770 COURSE TITLE: Network Comm. & TCP/IP

INSTRUCTOR: <Instructor Name>	CONTACT: <Instructor Contact>

CREDITS: 3	CLASS/CONTACT HOURS PER WEEK:	5	PREREQUISITES: CSCI-1772  

DESCRIPTION OF COURSE: CSCI 2770 is designed for students to learn data communications theory as applied to digital, analog, wireless, and voice networks, OSI layered network model, and TCP/IP. Students will learn the concepts of TCP/IP related to TCP/IP history, security, protocols, IP addressing, bridging and routing, and subnetting. Students will apply and demonstrate TCP/IP through labs using Windows DHCP, domain name services, and Linux.



COURSE STUDENT LEARNING OUTCOMES Upon successful completion of this course, the student should be able to:
· Demonstrate knowledge of network topologies and classifications.
· Demonstrate knowledge of networking protocols.
· Demonstrate knowledge of communication standards.
· Demonstrate knowledge of network reference model and standards.
· Demonstrate and apply knowledge of network hardware and architectures.
· Demonstrate knowledge of Network Reference Models and Standards.
· Describe components of virtualization and virtualization products.
· Perform an operating system installation.
· Compare client and server operating systems.
· Identify network equipment requirements for small businesses.  
· Describe the fundamentals of wide-area operations and devices.
· Describe the three areas of cloud computing.
· Explain different approaches to network troubleshooting.
· Describe network troubleshooting tools.
· Demonstrate knowledge of TCP/IP history, protocols, sockets, ports, services, and data encapsulation.
· Demonstrate knowledge of TCP/IP protocols and services.
· Explain IP addressing structures and addressing schemes.
· Demonstrate knowledge of IP routing.
· Demonstrate knowledge of network security policies, procedures and strategies.
· Develop a network security policy.
· Demonstrate knowledge of Domain Name System (DNS).
· Demonstrate knowledge of Dynamic Host Configuration Protocol (DHCP).
· Demonstrate knowledge of IP security, IP attacks, security policies and recovery plans.
· Demonstrate knowledge of structure and capabilities of  Internet Protocol Version 6 (IPv6)

PROGRAM OUTCOMES For this course, students are expected to demonstrate the skills associated with the Institutional Learning Goals (ILG) identified below:
· Critical Thinking
· Communication Competence
· Technology Competence
· Professional and Life Skills

OUTCOMES BASED ASSESSMENT OF STUDENT LEARNING (Include only those ILGs covered in this course)

For this course, students are expected to demonstrate the skills associated with the Institutional Learning Goals (ILG) identified below:
· Critical Thinking
· Communication Competence
· Technology Competence
· Professional and Life Skills

In class students are assessed on their achievement of these outcomes. Names will not be used when reporting results. Outcomes-based assessment is used to improve instructional planning and design and the quality of student learning throughout the college.

COURSE MATERIALS REQUIRED
Windows 11 or higher Operating System
Internet Access
Microsoft Office 2019 or Higher

TEXTBOOK(S), MANUALS, REFERENCES, AND OTHER READINGS
CSCI 2770 - Bundle, CENGAGE Technology, Cengage Learning


GENERAL INSTRUCTIONAL METHODS
Lectures
Written Assignments
Homework Assignments and Case Projects
Hands-On Labs 


STANDARDS AND METHODS FOR EVALUATION

	Item 
	Points 

	Quiz 
	50

	Midterm 
	150

	Final Examination 
	200

	Homework Assignments 
	75

	Lab Assignments  
	25

	Total Points 
	500



GRADING SCALE

	Points 
	Percentage 
	Grade 

	450-500 points 
	90-100%
	A 

	400-449 points 
	80-89%
	B 

	350-399 points 
	70-79%
	C 

	300-349 points 
	60-69%
	D 

	0-299 points 
	0-59%
	E 




SPECIAL COURSE REQUIREMENTS
Students are responsible for studying assigned chapters and videos prior to the class session. Successful completion of all prerequisites to this course is expected.

ATTENDANCE POLICY

Frequent attendance is a must for a successful student.  Students are expected to attend and prepare for each class by reading and studying the course assignments in advance of scheduled classes.  

COLLEGE SYLLABUS STATEMENTS
Columbus State Community College required College Syllabus Statements on College Policies and Student Support Services can be found at www.cscc.edu/syllabus or on the College website Quick Links “Syllabus Statements”.

WEATHER RELATED DEPARTMENT SPECIFIC POLICY 
Regardless of modality, in the event of severe weather or other emergencies that could force the college to close or to cancel classes, such information will be broadcast on radio stations and television stations.  Students who reside in areas that fall under a Level III emergency should not attempt to drive to the college even if the college remains open.

Assignments due on a day the college is closed will be due the next scheduled class period.  If an examination is scheduled for a day the campus is closed, the examination will be given on the next class day.  If a laboratory is scheduled on the day the campus is closed, it will be made up at the next scheduled laboratory class


Students who miss a class because of weather-related problems, but the class is held as scheduled, are responsible for reading and other assignments as indicated in the syllabus.  If a laboratory or examination is missed, contact the instructor as soon as possible to determine how to make up the missed exam or lab.  Remember!  It is the student’s responsibility to keep up with reading and other assignments when a scheduled class does not meet, whatever the reason.

UNITS OF INSTRUCTION 

	WEEK #
	UNIT OF INSTRUCTION
	LEARNING OBJECTIVES/GOALS
	ASSESSMENT METHODS
	ASSIGNMENTS
	 DUE DATE

	1

	Introduction to Computer Networks
Network Hardware Essentials
	Describe basic computer components and operations
Explain the fundamentals of network communication
Compare different network models
	Course Introduction

Lectures







Homework 1
Lab 1
 





	Discuss Course Syllabus


Readings: Chapter 1 – Introduction to Computer Networks 
Chapter 2 – Network Hardware Essentials
Complete Course Introduction

Homework 1
Lab 1 
	End Week 1  




 

	2
 

	Network Topologies and Technologies

Network Media
	Explain the purpose of network switches
Summarize the operation of wireless access points
Describe Wi-Fi Standards
Define the primary cables 
Describe the technologies used in wireless networking


	Lectures

	Readings: Chapter 3 – Network Topologies and Technologies

Chapter 4 - Network Media

	 End Week 2  



	3
 

	Network Protocols
IP Addressing


	Describe TCP/IP architecture
Describe TCP/IP Application-layer, Transport-layer, Internetwork layer, and Network access layer protocols

Explain IPv4 Addressing
Describe IPv6
Describe IPv4 vs. IPv6 transitioning methods
Describe Network Address Translation

	 Lectures





Homework 1
Lab 1
	Readings: Chapter 5 - Network Protocols

Chapter 6 – IP Addressing

Complete Homework 1
Complete Lab 1
	End Week 3  





 

 

	4

 

	Network Reference Models & Standards

	Describe the OSI and IEEE 802 networking models
Summarize the IEEE 802 networking standards

	Lectures



Quiz 1






 
	Reading: Chapter 7 Network Reference Models & Standards

Complete Quiz 1
 

 
	End Week 4





 

	5

	Network Hardware in Depth
Introduction to Network Security

	Describe the advanced features and operation of network switches
Describe routing table properties
Discuss routing protocols
Explain basic and advanced wireless access points

 Develop a network security policy
Secure access to network data 
Secure access to physical network equipment

	Lectures 





Midterm Preparation 

	Readings: Chapter 8
Network Hardware in Depth
Chapter 9 – Introduction to Network Security

 Midterm Preparation 
	End Week 5



 


	6


 
	Wide Area Networking & Cloud Computing
Network Operating System Fundamentals
	 Describe WAN operations
Describe cloud computing
Explain components of an OS, file system and kernel
Compare and contrast client vs. server OS
Describe virtualization and its uses
	 Lectures






Homework 2
Lab 2
 

 
	Readings: Chapter 10 – Wide Area Networking & Cloud Computing
Chapter 11 – Network Operating System Fundamentals  

Homework 2
Lab 2


	End Week 6
 


 


	7
	Network Management & Administration
	Create and work with user and group accounts
Create and manage permissions 
Describe fault tolerance and backup solutions

	Lectures



Midterm Exam

	Reading: Chapter 12 – Network Management & Administration

Complete Midterm Exam  
	End Week 7



  

	8
	Troubleshooting and Support
	List the steps in the problem-solving process
Explain different approaches to network troubleshooting
Describe the benefits of documenting a network and list which elements should be documented

	 Lectures



Lab 3  

	Reading: Chapter 13 – Troubleshooting and Support

Complete Lab 3  

	  End Week 8






	9
 
	Introduction to TCP/IP
IP Addressing and Related Topics

	Describe Request for Comment and its purpose
Describe data  encapsulation
Define the terms and explain how TCP/IP protocols, sockets, and ports are identified
Describe the four layers of the TCP/IP protocol stack
Describe IP Addressing
Explore IPv4 and IPv6 addressing schemes
	Lectures






 




	Readings: (Guide to TCP/IP) Chapter 1 -   Introduction to TCP/IP
Chapter 2 – IP Addressing and related topics

 

	End Week 9


 






	10
	Basic IP Packet Structures
Data Link & Network Layer Protocols in TCP/IP
	Describe primary differences between IPv4 and IPv6
Describes various fields and features that makeup an IPv4 header and a IPv6 header
Describe IPv4 and IPv6 routing
Explain concepts associated with Data Link protocols
Explain mechanics of IP routing
	Lectures






Homework 2
Lab 2
	Readings: (Guide to TCP/IP) Chapter 3 -   Basic IP Packet Structures
Chapter 4 – Network Layer Protocols in TCP/IP

Complete Homework 2
Complete Lab 2  
	End Week 10




	11
	Internet Control Message Protocol
Neighbor Discovery in IPv6
	 Explain basics of ICMP
Describe basics of ICMPv6 protocol
Compare and contrast difference between ICMPv4 and ICMPv6
Describe Neighbor Discovery in IPv6
Describe how a host receives updates related to first hops 
	Lectures






Homework 3
Lab 3
	Readings: (Guide to TCP/IP) Chapter 5 -   Internet Control Message Protocol
Chapter 6 – Neighbor Discovery in IPv6

Homework 3
Lab 3

	End Week 11




	12
	IP Address Autoconfiguration
Name Resolution on IP Networks

	Explain basic services of DHCP offers to clients 
Explain the DHCP Discovery, renewal and release processes
Describe broadcast, unicast, and multicast addressing
Describe the characteristics of name resolution protocols
Explain how name resolution works in IPv4 and IPv6
Describe various DNS records and its uses 
	Lectures






Final Exam Preparation
	Readings: (Guide to TCP/IP) Chapter 7 -   IP Address Autoconfiguration
Chapter 8 – Name Resolution on IP Networks

Final Exam Preparation

	End Week 12


	13
	TCP/IP Transport Layer Protocols
	Explain features and functions of the User Datagram Protocol
Explain the differences between connection-oriented and connection-less protocols
	Lectures





Final Exam Preparation
	Reading: (Guide to TCP/IP) Chapter 9 - TCP/IP Transport Layer Protocols


Continue Final Exam Preparation
	End Week 13






	14
	Transitioning from IPv4 to IPv6
Deploying IPv6
	Explain how an IPv6 transition address works
Describe the various IPv4/IPv6 transition mechanisms
Describe the different tunneling types
Explain IPv6 deployment requirements
Plan an IPv6 deployment
	Lectures






Final Exam Preparation
	Readings: (Guide to TCP/IP) Chapter 10 – Transitioning from IPV4 to IPv6
Chapter 11 – Deploying IPv6

Continue Final Exam Preparation
	End Week 14


	15
 

	Securing TCP/IP Environments
	Explain basic concepts and principles for maintaining computer and network security
Explain the anatomy of an IP attack
Recognize common points of attack inherent to TCP/IP architecture

	Lectures




Homework 3
Lab 3

Final Exam Preparation

	Readings: (Guide to TCP/IP) Chapter 12 – Securing TCP/IP Environments
 
Complete Homework 3
Complete Lab 3

Continue Final Exam Preparation

	End Week 15




	16
 


	Final Exam

	Final Exam
	Final Exam

 
	Complete Final Exam    

	End Week 16
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