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Columbus State Community College
Information Systems Technology Department
 XXXXXXXX Semester 

COURSE: CSCI 2757: CISCO CCNA 3 Enterprise Networking, Security & Automation (ENSA)
Faculty Information
Instructor Name:  	Email:     
Office:  	Phone:  
Office Hours:  

CREDITS: 3	CLASS HOURS PER WEEK: 5 (Lecture: 2, Lab: 3)	
PREREQUISITES: CSCI 2752 – Switching, Routing & Wireless Essentials (SRWE)

DESCRIPTION OF COURSE: CISCO CCNAv7: Enterprise Networking, Security, and Automation covers wide area network (WAN) technologies and quality of service (QoS) mechanisms used for secure remote access. It also introduces software-defined networking, virtualization, and automation concepts that support the digitalization of networks.

STUDENT LEARNING OUTCOMES
Upon successful completion of this course, the student should be able to:

· Configure single-area OSPFv2 in both point-to-point and multiaccess networks.
· Explain how to mitigate threats and enhance network security using access control lists and security best practices.
· Implement standard IPv4 ACLs to filter traffic and secure administrative access.
· Configure NAT services on the edge router to provide IPv4 address scalability.
· Explain techniques to provide address scalability and secure remote access for WANs.
· Explain how to optimize, monitor, and troubleshoot scalable network architectures.
· Explain how networking devices implement QoS.
· Implement protocols to manage the network.
· Explain how technologies such as virtualization, software defined networking, and automation affect evolving networks.

INSTITUTIONAL LEARNING GOALS
Columbus State Community College's Institutional Learning Goals are an integral part of the curriculum and central to the mission of the college. The faculty at Columbus State has determined that these outcomes include the following competencies:

· Communication Competence
· Critical Thinking 
· Scientific Literacy
· Technological Competence

COURSE MATERIALS REQUIRED

None

TEXTBOOK

Not required.  All class materials are on the Cisco Networking Academy website and on the CSCC Course Blackboard site.

GENERAL INSTRUCTIONAL METHODS

ASSESSMENT
Columbus State Community College is committed to assessment (measurement) of student achievement of academic outcomes.  This process addresses the issues of what you need to learn in your program of study and if you are learning what you need to learn.  The assessment program at Columbus State has four specific and interrelated purposes: (1) to improve student academic achievements; (2) to improve teaching strategies; (3) to document successes and identify opportunities for program improvement; (4) to provide evidence for institutional effectiveness.  In class you are assessed and graded on your achievement of the outcomes for this course.  You may also be required to participate in broader assessment activities.

STANDARDS AND METHODS FOR EVALUATION
In order to successfully complete this course and continue to the next course in the sequence, students are required to complete Cisco quizzes, exams, and skill assessment successfully.

	Item
	Points

	Lab Assignments/Packet Tracer
	100

	Hands-on Skills Assessment
	185

	Final Examination
	185

	Netacad Chapter Tests
	30

	Total Points
	500



GRADING SCALE

The Cisco grade book does not display your official grade. Your official grade is recorded on CougarWeb.

	Points
	Percentage
	Grade

	450 – 500 points
	90 - 100%
	A

	400 – 449 points
	  80 - 89%
	B

	350 – 399 points
	  70 – 79%
	C

	300 – 349 points
	  60 – 69%
	D

	000 – 299 points
	    0 – 59%
	E





SPECIAL COURSE REQUIREMENTS
Students are responsible for studying assigned chapters and videos prior to the class session. Successful completion of all prerequisites to this course is expected.

ATTENDANCE POLICY

Frequent attendance is a must for a successful student.  Students are expected to attend and prepare for each class by reading and studying the course assignments in advance of scheduled classes.  

COLLEGE SYLLABUS STATEMENTS
Columbus State Community College required College Syllabus Statements on College Policies and Student Support Services can be found at www.cscc.edu/syllabus or on the College website Quick Links “Syllabus Statements”.

WEATHER RELATED DEPARTMENT SPECIFIC POLICY 
Regardless of modality, in the event of severe weather or other emergencies that could force the college to close or to cancel classes, such information will be broadcast on radio stations and television stations.  Students who reside in areas that fall under a Level III emergency should not attempt to drive to the college even if the college remains open.

Assignments due on a day the college is closed will be due the next scheduled class period.  If an examination is scheduled for a day the campus is closed, the examination will be given on the next class day.  If a laboratory is scheduled on the day the campus is closed, it will be made up at the next scheduled laboratory class


Students who miss a class because of weather-related problems, but the class is held as scheduled, are responsible for reading and other assignments as indicated in the syllabus.  If a laboratory or examination is missed, contact the instructor as soon as possible to determine how to make up the missed exam or lab.  Remember!  It is the student’s responsibility to keep up with reading and other assignments when a scheduled class does not meet, whatever the reason.





[bookmark: table01]UNITS OF INSTRUCTION
	Week 1:  
	

	Unit of Instruction:  Modules1-3
	

	Learning Objectives/Goals: 

· Single-Area OSPFv2 Concepts
· Single-Area OSPFv2 Configuration
· Network Security Concepts
	 
	

	
	
	

	Assessment Methods:  Labs, Assessments, Packet Tracer Activities, Quiz
	

	Week 2:  
	

	Unit of Instruction:  Modules 4-5  
	

	Learning Objectives/Goals:

· ACL Concepts
· ACLs for IPv4 Configuration
· Network Security Concepts
	 
	

	
	
	

	Assessment Methods:  Labs, Assessments, Packet Tracer Activities, Discussion board, Quiz
	

	Week 3:  
	

	Unit of Instruction:  Modules 6-7
	

	Learning Objectives/Goals:

· NAT for IPv4
· WAN Concepts

	
	

	
	
	

	Assessment Methods:  Labs, Assessments, Packet Tracer Activities, Discussion board, Quiz
	

	Week 4:  
	

	Unit of Instruction:  Modules 8-10
	

	Learning Objectives/Goals:

· VPN and IPsec Concepts
· QoS Concepts
· Network Management

	
	

	
	
	

	Assessment Methods:  Labs, Assessments, Packet Tracer Activities, Quiz
	

	Week 5:  
	

	Unit of Instruction:  Modules 11-12
	

	Learning Objectives/Goals:

· Network Design
· Network Troubleshooting

	
	

	
	
	

	Assessment Methods:  Labs, Assessments, Packet Tracer Activities, Quiz
	

	Week 6:  
	

	Unit of Instruction: Modules 13-14
	

	Learning Objectives/Goals:

· Network Virtualization
· Network Automation

	 
	

	Assessment Methods:  Labs, Assessments, Packet Tracer Activities, Quiz
	

	Week 7:  
	

	Unit of Instruction: Modules 1-14
	

	Learning Objectives/Goals:

· Final Exam Preparation
· Hands-on Skills Exam Preparation

	 
	

	Assessment Methods:  
	

	Week 8: Final Exam & Hands-On Skills Exam
	

	Learning Objectives/Goals:
	Final Exam & Hands-on Skills Exam
	

	Assignment:  
	· Final Exams
· Hands-on Skills Exam 
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