[image: ]Columbus State Community College
Division: Information Systems Technology
Department: Information Systems Technology 

COURSE NUMBER: CSCI 2750 COURSE TITLE: Intro to CISCO Networks

INSTRUCTOR: <Instructor Name>	CONTACT: <Instructor Contact>

CREDITS: 3	CLASS/CONTACT HOURS PER WEEK:	5	PREREQUISITES: NONE  

DESCRIPTION OF COURSE: CCNAv7: Introduction to Networks (ITN) covers the architecture, structure, functions and components of the Internet and other computer networks. Students achieve a basic understanding of how networks operate and how to build simple local area networks (LAN), perform basic configurations for routers and switches, and implement Internet Protocol (IP). Upon successful completion of this course, students will earn a Networking Academy badge.

STUDENT LEARNING OUTCOMES
Upon successful completion of this course, the student should be able to:

· Configure switches and end devices to provide access to local and remote network resources.
· Explain how physical and data link layer protocols support the operation of Ethernet in a switched network.
· Configure routers to enable end-to-end connectivity between remote devices.
· Create IPv4 and IPv6 addressing schemes and verify network connectivity between devices.
· Explain how the upper layers of the OSI model support network applications.
· Configure a small network with security best practices.
· Troubleshoot connectivity in a small network.

OUTCOMES BASED ASSESSMENT OF STUDENT LEARNING (Include only those ILGs covered in this course)

For this course, students are expected to demonstrate the skills associated with the Institutional Learning Goals (ILG) identified below:
· Critical Thinking 
· Technological Competence
· Communication Competence
· Professional & Life Skills

In class students are assessed on their achievement of these outcomes. Names will not be used when reporting results. Outcomes-based assessment is used to improve instructional planning and design and the quality of student learning throughout the college.

COURSE MATERIALS REQUIRED
Access to a laptop computer with Internet access

TEXTBOOK(S), MANUALS, REFERENCES, AND OTHER READINGS

Not required. All class materials are on the Cisco Networking Academy website and on the CSCC Course Blackboard site.


GENERAL INSTRUCTIONAL METHODS
Lectures
Labs and Homework Assignments
Class exercise demonstrations

STANDARDS AND METHODS FOR EVALUATION

	Item
	Points

	Lab Assignments/Packet Tracer
	100

	Hands-on Skills Assessment
	185

	Final Examination
	185

	Netacad Chapter Tests
	30

	Total Points
	500




GRADING SCALE

	Points
	Percentage
	Grade

	450 – 500 points
	90 - 100%
	A

	400 – 449 points
	80 - 89%
	B

	350 – 399 points
	70 – 79%
	C

	300 – 349 points
	60 – 69%
	D

	000 – 299 points
	0 – 59%
	E




SPECIAL COURSE REQUIREMENTS
Students are responsible for studying assigned chapters and videos prior to the class session. Successful completion of all prerequisites to this course is expected.

ATTENDANCE POLICY

Frequent attendance is a must for a successful student.  Students are expected to attend and prepare for each class by reading and studying the course assignments in advance of scheduled classes.  

COLLEGE SYLLABUS STATEMENTS
Columbus State Community College required College Syllabus Statements on College Policies and Student Support Services can be found at www.cscc.edu/syllabus or on the College website Quick Links “Syllabus Statements”.

WEATHER RELATED DEPARTMENT SPECIFIC POLICY 
Regardless of modality, in the event of severe weather or other emergencies that could force the college to close or to cancel classes, such information will be broadcast on radio stations and television stations.  Students who reside in areas that fall under a Level III emergency should not attempt to drive to the college even if the college remains open.

Assignments due on a day the college is closed will be due the next scheduled class period.  If an examination is scheduled for a day the campus is closed, the examination will be given on the next class day.  If a laboratory is scheduled on the day the campus is closed, it will be made up at the next scheduled laboratory class


Students who miss a class because of weather-related problems, but the class is held as scheduled, are responsible for reading and other assignments as indicated in the syllabus.  If a laboratory or examination is missed, contact the instructor as soon as possible to determine how to make up the missed exam or lab.  Remember!  It is the student’s responsibility to keep up with reading and other assignments when a scheduled class does not meet, whatever the reason.





UNITS OF INSTRUCTION
	Week 1:  

	Unit of Instruction: Modules 1 - 3: Basic Network Connectivity and
Communications

	Learning Objectives/Goals:
	Explain how host and network devices are used.
Explain how LANs and WANs interconnect to the internet. Identify some basic security threats and solution for all networks. Explain how to navigate Cisco IOS to configure network devices. Describe the command structure of Cisco IOS software.
Configure a host device with an IP address. Verify connectivity between two end devices.
Explain why protocols are necessary in network communication. Explain how the TCP/IP model and the OSI model are used to facilitate standardization in the communication process.
Explain how data encapsulation allows data to be transported across the network.

	Assignment:
	· Packet Tracer Lab Activities (Network representation, Initial Switch Config, OSI/TCP-IP Models)
· Quiz 1

	Assessment Methods: Labs, Assessments, Packet Tracer Activities, Quiz

	Week 2:  

	Unit of Instruction: Modules 4 - 7: Ethernet Concepts

	Learning Objectives/Goals:
	Describe characteristics of the physical and data link layers. Identify the basic characteristics of copper and fiber cabling. Connect devices using wired and wireless media.
Calculate numbers between decimal and binary systems and decimal and hexadecimal systems.
Describe the characteristics and functions of the data link frame. Explain how the Ethernet sublayers are related to the frame fields. Describe the Ethernet MAC address.
Explain how a switch builds its MAC address table and forwards frames. Describe switch forwarding methods and port settings available on Layer
2 switch ports.

	Assignment:
	· Packet Tracer Lab Activities, Discussion board 1 (Wired and Wireless Lan, Physical Layer)
· Quiz 2

	Assessment Methods: Labs, Assessments, Packet Tracer Activities, Discussion board, Quiz

	Week 3:  

	Unit of Instruction: Modules 8 - 10: Communicating Between Networks

	Learning Objectives/Goals:
	Explain how the network layer uses IP protocols for reliable communications. Explain the role of the major header fields in the IPv4 and IPv6 packets.
Explain how network devices use routing tables to direct packets to a destination network.
Compare the roles of the MAC address and the IP address. Describe the purpose of ARP.
Describe the operation of IPv6 neighbor discovery. Configure interface and initial settings on a Cisco router. Configure devices to use the default gateway.



	Assignment:
	· Packet Tracer Lab Activities, Discussion board 2 (MAC addresses, ARP table, Router config, basic device config)
· Quiz 3

	Assessment Methods: Labs, Assessments, Packet Tracer Activities, Discussion board, Quiz

	Week 4:  

	Unit of Instruction: Modules 11 - 13: IP Addressing

	Learning Objectives/Goals:
	IPv4 address characteristics.
Describe public, private and reserved IP addresses. Calculate IPv4 subnets for /8, /16 and /24 networks Create flexible addressing using VLSM
Identify IPv6 addresses
Explain how to Configure static global unicast and link-local IPv6 network addresses.
Configure link-local addresses dynamically. Implement a subnetted IPv6 addressing scheme.
Use ping and traceroute utilities to test network connectivity.

	Assignment:
	· Packet Tracer Lab Activities, Subnetting work sheet (Subnetting IPv4, VLSM Design)
· Quiz 4

	Assessment Methods: Labs, Assessments, Packet Tracer Activities, Quiz

	Week 5:  

	Unit of Instruction: Modules 14 - 15: Network Application
Communications

	Learning Objectives/Goals:
	Explain the purpose of the transport layer in managing the transportation of data in end-to-end communication.
Explain characteristics of UDP and TCP including port numbers. Explain TCP reliable session establishment.
Explain how the functions of the application layer, presentation layer, and session layer work together to provide network services to end user applications.
Explain how DNS, DHCP, Web, Email and file transfer protocols operate.

	Assignment:
	· Packet Tracer Lab Activities (TCP and UDP Communications)
· Quiz 5

	Assessment Methods: Labs, Assessments, Packet Tracer Activities, Quiz

	Week 6:  

	Unit of Instruction: Modules 16 - 17: Building and Securing a Small
Network

	Learning Objectives/Goals:
	Identify security vulnerabilities. Identify general mitigation techniques.
Configure network devices with device hardening features to mitigate security threats.
Identify the protocols and applications used in a small network. Explain how a small network serves as the basis of larger networks.
Use host and IOS commands to acquire information about the devices in a
network.



	Describe common network troubleshooting methodologies Troubleshoot issues with devices in the network.

	Assignment:
	· Packet Tracer Lab Activities (Secure Network Devices, Interpret show command output, Troubleshooting)
· Quiz 6

	Assessment Methods: Labs, Assessments, Packet Tracer Activities, Quiz

	Week 7:  

	Week 7: Final Review, Catch-Up Week

	Learning Objectives/Goals:
	Lab demonstrations Packet Tracer Lab Build
	

	Assignment:
	· Q & A Session

	

	Assessment Methods:

	Week 8:  

	Week 8: Written Final & Hands-On Skills Based Final Exams
	

	Learning Objectives/Goals:

	Assignment:
	· Hands-on Skills Assessment & Final Exam are this week

	

	Assessment Methods:
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