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COURSE NUMBER: CSCI 1152 COURSE TITLE: Networking Concepts

INSTRUCTOR: <Instructor Name>	CONTACT: <Instructor Contact>

CREDITS: 3	CLASS/CONTACT HOURS PER WEEK:	5	PREREQUISITES: None  

DESCRIPTION OF COURSE CSCI 1152 is designed for students to learn foundational networking, cloud computing, security and virtualization concepts while preparing students for the Network+ certification. Students will gain hands-on knowledge completing labs using cloud services, virtualization, server/network management/Active Directory using Windows Server. Students will learn networking concepts in preparation for the Network+ certification. Students will complete exams, a series of hands-on assignments, and be able to demonstrate a hands-on foundational knowledge of cloud services, ITIL, virtualization, and network administration while applying networking concepts and theory.


COURSE STUDENT LEARNING OUTCOMES Upon successful completion of this course, the student should be able to:
· Compare & contrast network types 
· Compare & contrast peer-to-peer vs. Client-Server Network Models
· Identify and describe network standards and the 7 layers in the OSI model 
· Explain network transmission and media
· Identify and describe network topologies 
· Describe NICs, switches and network hardware
· Describe different network operating systems 
· Plan and install and configure Windows servers and workstations
· Explain network security 
· Explain network risk management
· Learn fundamentals of TCP/IP
· Learn subnetting
· Learn binary numbering and conversion
· Learn fundamentals of routing and switching
· Identify, diagnose and troubleshoot network problems
· Learn virtualization concepts
· Apply virtualization concepts 
· Learn Network Segmentation Concepts
· Learn cloud computing & remote access concepts
· Describe concepts of Unified Communications & Network Performance Management
· Learn security concepts and controls
· Apply security and permissions
· Learn fundamentals of server management & administration
· Apply concepts to install and configure Windows Servers
· Demonstrate knowledge of Active Directory Administration
· Apply concepts of server management
· Describe Industrial & Enterprise Networking concepts 
· Learn Group Policies
· Learn to create and manage Organizational Units (OUs) and Active Directory Accounts

PROGRAM OUTCOMES For this course, students are expected to demonstrate the skills associated with the Institutional Learning Goals (ILG) identified below:
· Critical Thinking
· Communication Competence
· Technology Competence
· Professional and Life Skills

OUTCOMES BASED ASSESSMENT OF STUDENT LEARNING (Include only those ILGs covered in this course)

For this course, students are expected to demonstrate the skills associated with the Institutional Learning Goals (ILG) identified below:
· Critical Thinking
· Communication Competence
· Technology Competence
· Professional and Life Skills

In class students are assessed on their achievement of these outcomes. Names will not be used when reporting results. Outcomes-based assessment is used to improve instructional planning and design and the quality of student learning throughout the college.

COURSE MATERIALS REQUIRED
Access to a laptop computer with Internet access
MICROSOFT OFFICE VERSION 2019 AND HIGHER

TEXTBOOK(S), MANUALS, REFERENCES, AND OTHER READINGS
CENGAGE Unlimited, Cengage Learning ISBN#: 9780357700037

You must purchase the registration card from the CSCC bookstore. This registration card gives
you access to the digital textbook, other materials, and certain lab assignments.

GENERAL INSTRUCTIONAL METHODS
Lectures
Discussion Board Assignments
Written Assignments
Labs and Homework Assignments


STANDARDS AND METHODS FOR EVALUATION

	Item
	Points

	Post-Chapter Assessment Quizzes Ch1-12
	0

	Quizzes
	50

	Midterm Exam
	100

	Final Examination
	150

	Discussion Board Assignments
	30

	Homework x 4
	60

	Labs x 4
	60

	Case Project
	50

	Total Points
	500



GRADING SCALE

	Points
	Percentage
	Grade

	450 – 500 points
	90 - 100%
	A

	400 – 449 points
	  80 - 89%
	B

	350 – 399 points
	  70 – 79%
	C

	300 – 349 points
	  60 – 69%
	D

	000 – 299 points
	    0 – 59%
	E



SPECIAL COURSE REQUIREMENTS
Students are responsible for studying assigned chapters and videos prior to the class session. Successful completion of all prerequisites to this course is expected.

ATTENDANCE POLICY

Frequent attendance is a must for a successful student.  Students are expected to attend and prepare for each class by reading and studying the course assignments in advance of scheduled classes.  

COLLEGE SYLLABUS STATEMENTS
Columbus State Community College required College Syllabus Statements on College Policies and Student Support Services can be found at www.cscc.edu/syllabus or on the College website Quick Links “Syllabus Statements”.

WEATHER RELATED DEPARTMENT SPECIFIC POLICY 
Regardless of modality, in the event of severe weather or other emergencies that could force the college to close or to cancel classes, such information will be broadcast on radio stations and television stations.  Students who reside in areas that fall under a Level III emergency should not attempt to drive to the college even if the college remains open.

Assignments due on a day the college is closed will be due the next scheduled class period.  If an examination is scheduled for a day the campus is closed, the examination will be given on the next class day.  If a laboratory is scheduled on the day the campus is closed, it will be made up at the next scheduled laboratory class


Students who miss a class because of weather-related problems, but the class is held as scheduled, are responsible for reading and other assignments as indicated in the syllabus.  If a laboratory or examination is missed, contact the instructor as soon as possible to determine how to make up the missed exam or lab.  Remember!  It is the student’s responsibility to keep up with reading and other assignments when a scheduled class does not meet, whatever the reason.

UNITS OF INSTRUCTION 

	WEEK #
	UNIT OF INSTRUCTION
	LEARNING OBJECTIVES/GOALS
	ASSESSMENT METHODS
	ASSIGNMENTS
	 DUE DATE

	1

	Introduction to Networking


	Identify types of applications and protocols used on a network
Distinguish between the client-server and peer-peer models used to control access to the network
Describe various networking hardware devices and the most common physical topologies
Describe the seven layers of the OSI model
Explore best practices for safety when working with networks and computers
Describe the seven-step troubleshooting model for solving a networking problem
Explain function of a server operating system




	



Homework 1

Discussion Board  Introduction 

Chapter 1 
Post-Assessment
Quiz 
	· Chapter 1 - Introduction to Networking

· Homework 1  

· Discussion Board Introduction  


· Chapter 1 Post-Assessment
· Quiz 
	End Week 1  


 

	2

	How Computers Find Each Other On Networks 

	Describe how computers and other devices are addressed on a network
Explain how host names and domain names work
Identify how ports and sockets work at the OSI Transport Layer
Demonstrate how IP addresses are assigned and formatted at the OSI Network Layer


	







Homework 2

Discussion Board 1  

Chapter 2 
Post-Assessment
Quiz 
	Chapter 2: How Computers Find Each Other On Networks

Complete Homework 1

Homework 2  

Discussion Board 1  

Complete Chapter 2 Post-Assessment
Quiz
	End Week 2



 
 

	3

	How Data Is Transported Over Networks

	Identify and explain the functions of the core TCP/IP protocols
Explain the purposes and properties of routing and describe common IPv4 and IPv6 routing protocols
Employ multiple TCP/IP utilities for network discovery and troubleshooting

	






Lab 1

Chapter 3 
Post-Assessment
Quiz
	Chapter 3: How Data Is Transported Over Networks

Homework 2  

Lab 1  

Complete Chapter 3 
Post-Assessment
Quiz
	End Week 3






	4
	Structured Cabling and Networking Elements

	Describe characteristics of NIC and Ethernet interfaces
Identify best practices for managing network and cabling equipment

	







Quiz 1

Chapter 4 
Post-Assessment
Quiz
	Chapter 4: Structured Cabling and Networking Elements

Complete Lab 1  

Quiz 1  

Complete Chapter 4 
Post-Assessment
Quiz 
	End Week 4







 



	5

	Network Cabling

	Explain basic data transmission concepts, including signaling, data modulation, multiplexing, bandwidth, baseband and broadband
Compare the benefits and limitations of different networking media
Describe physical characteristics and Ethernet standards of coaxial cable, STP, UTP, and fiber-optic media

	



Homework 3


Chapter 5 
Post-Assessment
Quiz
	Chapter 5: Network Cabling

 
Homework 3 Available 

Complete Chapter 5 
Post-Assessment
Quiz 
	End Week 5








 

	6

	Wireless Networking 

	Explain how nodes exchange wireless signals
Explain WLAN (wireless LAN) architecture
Specify the characteristics of popular WLAN transmission methods, including 802.11 a/b/g/n/ac
Explore wireless security concerns

	






Discussion Board 2
 
Lab 2

Chapter 6 
Post-Assessment
Quiz
	Chapter 6: Wireless Networking

Complete Homework 3 

Discussion Board 2   

Lab 2  

Complete Chapter 6 
Post-Assessment
Quiz
	End Week 6



 


 

	
7

	Cloud Computing and Remote Access 

	Identify features and benefits of cloud computing
Explain methods for remotely connecting to a network
Discuss VPNs (virtual private networks) and the protocols they rely on
Describe methods of encryption such as IPSec, SSL/TLS, SFTP, and SSH that can secure data in storage and in transit
Describe how user authentication protocols such as RADIUS, TACACS+, EAP, and Kerberos function 


	




Midterm Exam



Post-Chapter Assessment
Quiz 7
	Chapter 7: Cloud Computing and Remote Access


Complete Midterm Exam  


Post-Chapter Assessment
Quiz 7
	End Week 7





 


	8

	Network Risk Management


	Discuss how to assess a network’s security needs and vulnerabilities
Discuss the elements of an effective security policy
Describe security risks associated with people, hardware, software, and Internet access
	






Post-Chapter Assessment
Quiz 8
	Chapter 8: Network Risk Management

Complete Lab 2  


Post-Chapter Assessment
Quiz 8


	End Week 8


  

	WEEK #
	UNIT OF INSTRUCTION
	LEARNING OBJECTIVES/GOALS
	ASSESSMENT METHODS
	ASSIGNMENTS
	 DUE DATE

	9
	Network Segmentation & Virtualization 

	Describe methods of network design unique to TCP/IP networks, including subnetting, CIDR, and supernetting

Explain virtualization and identify characteristics of virtual network components
Describe techniques for incorporating virtual components in VLANs
Explain the advanced features of a switch and learn popular switching techniques, including VLAN management
	



  
Lab 3

Post-Chapter Assessment
Quiz 10
	Chapter 10: Network Segmentation & Virtualization

Lab 3 Available

Complete Post-Chapter Assessment
Quiz 10

	End Week 9




 

 

	10

	Introducing Windows Server 2012/R2 

	Explain function of a server operating system
Describe the editions of Windows Server 2012/R2, roles, core technologies, and new and enhanced features of Server 2012/R2



	




Discussion Board 3
(DB 3)



Homework 4




	Chapter 1 MCSA: Introducing Windows Server 2012/R2

Discussion Board 3 Available

Complete Lab 3  


Homework 4  



	End Week 10




 






	11
	Installing Windows Server 2012/R2
	Plan a Windows Server 2012/R2 Installation 
	




Case Project


Win2K12 Lab 4–Part A



	Chapter 2 MCSA: Installing Windows Server 2012/R2

Case Project  


Win2k12 Lab 4 – Part A  


	End Week 11




 




	12

	File and Printer Services
	Describe how Windows implements file and printer sharing
Create file shares
Secure access to files with permissions
Describe Work Folders
Configure and manage Windows printing 
	



Win2K Lab4-Part B


Homework 4  


Quiz 2

Discussion Board 4


	Chapter 5 MCSA: - File and Printer Services

Win2k12 Lab 4 – Part B   


Complete Homework 4  

Quiz 2 

Discussion Board 4  



	End Week 12















 


	13

	Introducing Active Directory
Managing OUs and Active Directory Accounts
	Describe the role of a directory service
Describe objects found in Active Directory
Explain the importance of group policies
Explain forests, trees, and domains
Discuss VPNs (virtual private networks) and the protocols they rely on
Describe methods of encryption such as IPSec, SSL/TLS, SFTP, and SSH that can secure data in storage and in transit
Describe how user authentication protocols such as RADIUS, TACACS+, EAP, and Kerberos function 

Describe organizational units
Describe user accounts and groups
	











Win2k12 Lab 4 – Part A  












	Chapter 6 MCSA: Introducing Active Directory 
Chapter 7 MCSA: Managing OUs and Active Directory Accounts

Final Exam Study Guide Available

Complete Win2k12 Lab 4 – Part A  





	End Week 13









 







	14

	Configuring DNS
Configuring Dynamic Host Configuration Protocol
	Describe the structure of Domain Name System (DNS)
Demonstrate knowledge of DNS 
Describe the DHCP protocol and process
Demonstrate knowledge of DHCP
	









Discussion Board 5
 



	Chapter 10 MCSA: Configuring DNS 
Chapter 11 MCSA: Configuring Dynamic Host Configuration Protocol

Complete Discussion Board 5  

Complete Win2k12 Lab 4 - Part B  

	End Week 14







 

	15

	
Continue working on case project 
	
Research and finalize case project research assignment
	Case Project Assignment

	Complete Case Project  

	End Week 15


	16

	Final Exam
	Final Exam
	Final Exam
	Complete Final Exam   
	End Week 16
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