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CREDITS: 1	CLASS/CONTACT HOURS PER WEEK:	2	PREREQUISITES: None  

DESCRIPTION OF COURSE This course is designed to provide students a solid understanding of computer networking terminology and the technologies in the field of computer networking. Students will learn and gain an in-depth analysis of data mobility including the hardware infrastructure (wires, wireless, and devices supporting them), the ISO Open Systems Interconnection (OSI) stack, standards, Internet protocols, enterprise architecture models, OSI model, privacy, confidentiality, network security, topologies, and other technologies associated with computer networking. Note: Computer Science (CSCI) students will not be given credit for this course towards their required Computer Science (CSCI) degree.

COURSE STUDENT LEARNING OUTCOMES Upon successful completion of this course, the student should be able to:
· Explain the OSI representation of the various layers involved in networking, including the general functions of each layer and their interconnections
· Explain the concept of the Application layer 
· Explain the concept of the Presentation layer 
· Explain the concept of the Session Layer 
· Explain the concept of the Transport layer 
· Explain the concept of the Network layer 
· Explain the concept of the Data Link layer
· Explain the concept of the Physical layer
· Understanding servers and clients and their role
· Explaining Remote Desktop Connection (RDP)
· Explain connection-oriented versus connectionless communication
· Explain the use of network addressing including security considerations and vulnerabilities
· Explain cloud computing
· Explain cloud computing platforms
· Identify cloud computing providers
· Select appropriate network media types (i.e., Ethernet, Wireless, etc.) to facilitate networking 
and data exchange, considering access and regulatory requirements
· Select appropriate hardware devices (such as routers, switches, and access points) to facilitate networking and data exchange, considering access and regulatory requirements.
· Describe how standards are developed, who develops them, and how they are selected and 
· accredited.
· Explain the most common categories of standards (e.g., basic networking, application).
· Discuss importance of network security.

PROGRAM OUTCOMES For this course, students are expected to demonstrate the skills associated with the Institutional Learning Goals (ILG) identified below:
· Critical Thinking
· Communication Competence
· Technology Competence
· Professional and Life Skills

OUTCOMES BASED ASSESSMENT OF STUDENT LEARNING (Include only those ILGs covered in this course)

For this course, students are expected to demonstrate the skills associated with the Institutional Learning Goals (ILG) identified below:
· Critical Thinking
· Communication Competence
· Technology Competence
· Professional and Life Skills

In class students are assessed on their achievement of these outcomes. Names will not be used when reporting results. Outcomes-based assessment is used to improve instructional planning and design and the quality of student learning throughout the college.

COURSE MATERIALS REQUIRED
Access to a laptop computer with Internet access

TEXTBOOK(S), MANUALS, REFERENCES, AND OTHER READINGS
None Required; Open-source materials will be used throughout the course for reading assignments.


GENERAL INSTRUCTIONAL METHODS
Lectures
Labs and Homework Assignments
Class exercise demonstrations


STANDARDS AND METHODS FOR EVALUATION

	Item
	Points

	Beginning of Term Reflection Paper
	20

	End of Term Reflection Paper
	20

	Discussion Board Assignments
	30

	Labs x 3 (10pts each)
	30

	Quizzes x 2 (25pts each)
	50

	Midterm Exam
	100

	Final Examination
	150

	Total Points
	400



GRADING SCALE

	Points
	Percentage
	Grade

	360 – 400 points
	90 - 100%
	A

	320 – 359 points
	  80 - 89%
	B

	280 – 319 points
	  70 – 79%
	C

	240 – 279 points
	  60 – 69%
	D

	000 – 239 points
	    0 – 59%
	E



SPECIAL COURSE REQUIREMENTS
Students are responsible for studying assigned chapters and videos prior to the class session. Successful completion of all prerequisites to this course is expected.

ATTENDANCE POLICY

Frequent attendance is a must for a successful student.  Students are expected to attend and prepare for each class by reading and studying the course assignments in advance of scheduled classes.  

COLLEGE SYLLABUS STATEMENTS
Columbus State Community College required College Syllabus Statements on College Policies and Student Support Services can be found at www.cscc.edu/syllabus or on the College website Quick Links “Syllabus Statements”.

WEATHER RELATED DEPARTMENT SPECIFIC POLICY 
Regardless of modality, in the event of severe weather or other emergencies that could force the college to close or to cancel classes, such information will be broadcast on radio stations and television stations.  Students who reside in areas that fall under a Level III emergency should not attempt to drive to the college even if the college remains open.

Assignments due on a day the college is closed will be due the next scheduled class period.  If an examination is scheduled for a day the campus is closed, the examination will be given on the next class day.  If a laboratory is scheduled on the day the campus is closed, it will be made up at the next scheduled laboratory class


Students who miss a class because of weather-related problems, but the class is held as scheduled, are responsible for reading and other assignments as indicated in the syllabus.  If a laboratory or examination is missed, contact the instructor as soon as possible to determine how to make up the missed exam or lab.  Remember!  It is the student’s responsibility to keep up with reading and other assignments when a scheduled class does not meet, whatever the reason.

UNITS OF INSTRUCTION 

	
	UNIT OF
INSTRUCTION
	LEARNING
OBJECTIVES/GOALS
	ASSESSMENT
METHODS
	ASSIGNMENTS
	ASSIGNMENT
DUE DATE

	Week 1

	Course Introduction

	Beginning of Term Self-Reflection 

Discussion Board  Introduction
	Beginning of Term Self-Reflection

Discussion Board  Introduction
	· Discussion Board Introduction
· Beginning of Term Self-Reflection Paper

	End Week 1

	Week 2

	Computer Networks
Network Types
Binary Numbers
Glossary of Networking Terms 
	Describe a Computer Network
Compare & Contrast Network Types
Explain Binary Numbers
Read Glossary of Networking Terms
Explain common terms in computer networking  

	Study Videos

Lab 1

Discussion Board 1
	· Watch Videos & Read Glossary of Terms

· Lab 1 Available

· Completed Discussion Board 1  
	End Week 2

	Week 3

	OSI Model

Glossary of Networking Terms
	Explain OSI Model

Study glossary of computer networking terms
	Videos



Quiz 1

	Watch Videos & Read Glossary of Terms

· Complete Quiz 1
	End Week 3

	Week 4

	IP Addresses, MAC Addresses
Data Centers
Basic Networking Commands
Glossary of Networking Terms

	Describe an IP Address and MAC Address
Explain the purpose of a Data Center
Explain the five basic networking commands

	Videos

 

Lab 1


Lab 2


Midterm
	· Watch Videos & Read Glossary of Terms

· Complete Lab 1

· Lab 2  

· Complete Midterm
	End Week 4

	Week 5

	Networking Hardware
Network Servers
Glossary of Networking Terms
	Compare and contrast various networking hardware
Explain the purpose of network servers

	Videos



Lab 2

Discussion Board 2


End of Term Reflection Paper
	· Watch Videos & Read Glossary of Terms

· Complete Lab 2  

· Discussion Board 2  

· End of Term Reflection Paper  
	End Week 5

	Week 6

	Cloud Computing
Virtualization
Glossary of Networking Terms
	Explain Cloud Computing
Explain  Virtualization Concepts
	Videos






Lab 3 

Quiz 2

	· Watch Videos - Wireless Networking & Read Glossary of Terms

· Complete Lab 3 

· Complete Quiz 2
	End Week 6

	Week 7

	Network Security
Information Security
Cybersecurity	
Glossary of Networking Terms
	Identify and explain network security, information security, and cybersecurity 



	Vidéos




Final Exam Préparation

Lab 3

End-of-Term Reflection Paper
	· Watch Videos - Wireless Networking & Read Glossary of Terms

· Final Exam Préparation

· Complete Lab 3  

· Complete End-of-Term Reflection Paper 
	End Week 7

	Week 8

	Finals Week
	
	EXAM
	FINAL EXAM
	End of Week 8
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